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FROM THE EDITOR

SOA for SaaS  gad

WRITTEN BY SEAN RHODY }

fIwere a lot more paranoid than I am (well, perhaps at least a little more than I am), I

might suspect that the various free e-mail programs were a social engineering attempt

by the big software coalition (yes, I know, it doesn’t exist) to ultimately change the way
we use our computers.

What does this have to do with service-oriented architecture? I'll get there, don’t worry.
But first, as to why would this be social engineering, let’s take a look at the concept of Soft-
ware as a Service (SaaS, for acronym fans). Software as a Service
is not an entirely new concept, but it’s one that has always
faced an uphill battle. Previously, and even now to a certain
extent, continuous connectivity was a serious issue. Reliance on
software provided across the Internet can be problematic if the
connection is slow or interruptible. While broadband access has
solved this problem for many, there are still many challenges "
to be faced with software that doesn't reside on your local hard i .
disk. ’

This challenge is something that faces both consumers and
businesses — while a business may be able to secure faster, more _
reliable communication through redundant network access,
slow response time can be a fact of life in such a scenario. Even then, there’s no guaran-
tee that an upstream DNS server may not be under attack or down. In the case where the
software is local, this is not a problem, and might even increase productivity slightly by
preventing employees from surfing the Net for a period of time.

However, when the software sits in cyberspace (say that three times quick), it becomes a
different matter. Downtime costs money, as do delays. I've heard numbers relating to call
centers that say saving one second of call time results in a savings of a million dollars over a
year. So, turning that around, delays introduced due to network latency could cost millions
of dollars — not something a thin margin business wants to consider.

So social engineering comes into play. Free services, such as e-mail, start to address
some aspects of this issue. First of all, with steady broadband connections, we can see that
by and large, the service provided is acceptable. Not perfect, I think we'd all admit — and in
many cases the interfaces provided are inferior to those of a thick client e-mail application.
But, for the most part, you get reliable e-mail access, as well as reasonable functionality,
without having to have a home e-mail server or any installed software. You begin to see that
Software as a Service is possible.

There are other examples of services that aren’t free, such as salesforce.com, that are suc-
cessful in providing Software as a Service. Depending on your definition of software and of
service, we could identify many more.

Service-oriented architecture, founded on the principle of loose coupling and the dis-
tinction between a service and an application, is the perfect driver for Software as a Service.
As organizations begin to decouple their services from the silos that an application focus
has placed them in, they begin to recognize the intrinsic value of the service and its rela-
tionship to their business processes. The value of an application does not become less, but
the nature of an application changes to one where services form the core of the undertak-
ing, and the presentation aspects of the application become the unique value.

With that in mind, it becomes easier for Software as a Service to become a reality. An
organization already making use of services finds it simple enough to integrate an external
service. The reverse is also true. An organization using services finds it easier to expose its
own services to external customers — in essence to take its services to market by providing
Software as a Service.

About the Author
Sean Rhody is the editor-in-chief of SOA Web Services Journal. He is a respected industry expert and a consultant with a
leading consulting services company. sean@sys-con.com
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WebSphere.

_INFRASTRUCTURE LOG

_DAY 18: Came to work and found everything frozen. Icicles
are everywhere. It’s our processes. They're inflexible.
Hard coded so we can’t respond to change.

_Why did we lock ourselves in like this? Brrrr.

_DAY 19: A way out. IBM WebSphere middleware for Business
Process Management. It lets us streamline business tasks
and optimize performance. We can simulate and test our
processes so we understand the impact they’ll have, then
monitor performance once they’re deployed. And because
it’s based on a service oriented architecture, it’s easy
to reuse and connect existing process-based services.

_Everything’s unfrozen now. Wow, it’s good to feel my
toes again.

Take the BPM with SOA Assessment at:
IBM.COM/TAKEBACKCONTROL/PROCESS



omplete Data Integration
through XQuery

Vastly simplifing SOA implementations

4{ WRITTEN BY JONATHAN ROBIE

AN

»2 Most businesses have an urgent need for up-to-date, accurate information based

on data from multiple data sources. It would be much easier if all your data were

stored in one database so it can be queried as a whole, but this is rarely practical. In

the real world, data integration is required. You need a simple, efficient way to query

data found in various data sources.

uppose you use information about
S customers in your Service Oriented

Architecture (SOA). Your company
might use an external CRM system like
salesforce.com for leads and customer data,
an internal ERP system like PeopleSoft for
processing orders, a dedicated software so-
lution to track technical support calls, and
one or more databases to store customer
information not captured by these other
systems. Each of these data sources has a
different representation of a customer, a
different API and data model, and perhaps a
different query language. Nevertheless, you
have to be able to combine this data intel-
ligently to get an overview of a customer.

For instance, you may want to gener-

ate one report with the overall status of
a customer, or you may want to find all
customers with outstanding tech support
issues who are deciding whether to make
a major purchase this quarter. If all of your
data were in a single database, you would
retrieve the information with a simple
query. Because the data is in many different
sources, you have to write a good deal of
code to get the same result, and the code is
quite different for each data source. This is
time-consuming, error prone, and compli-
cates security and auditing. With XQuery,
you query each data source as though it

were XML, no matter how the underlying
data is physically stored.

XQuery is the World Wide Web Consor-
tium (W3C) standard XML query language,
designed for both XML processing and data
integration. Using XQuery for data integra-
tion vastly simplifies SOA implementations,
making your developers more productive
and improving the performance of your
systems. An XML Integrated Development
Environment (IDE) that supports XQuery
makes it much easier for you to visualize
data sources, generate and test queries,
and debug. The queries you develop can
be exposed via a data access layer, which is
accessed using SOAP or HTTB so that they
can be reused in different SOAP message
formats or in other applications.

XQuery Simplifies Data
Integration

XQuery simplifies data integration in two
ways. First, it provides native support for
XML and for the operations most frequently
needed when working with XML. Today,
XML is at the heart of most data integra-
tion, and this is certainly true for SOA
environments where every SOAP message
is expressed in XML. Most languages don’t
support XML natively. In general, program-
ming languages are based on objects or

structures where query languages are based
on relational tables and scripting languages
are based on text. XQuery is based on XML,
and XML is the only data structure in XQue-
ry. In the same way that SQL queries tables
to produce tables, XQuery queries XML to
produce XML — and the XML produced

by an XQuery can be used directly in XML
applications. For example, a query result
might be the payload of a SOAP message.
XQuery provides direct support for query-
ing, creating, and transforming XML.

One frequently used expression in XQue-
ry, the FEIWOR expression, is similar to SQL's
SELECT-FROM-WHERE. Because XML
structures are more complex than SQL ta-
bles, XQuery provides path expressions that
can identify any item in an XML structure.
To create structures in query results, it also
provides constructors, using a syntax that
looks like the XML to be constructed. A typi-
cal XQuery might use path expressions to
locate data, FLWOR expressions to perform
joins and combine data, and constructors
to create the structures of the query result.
These tasks are much more tedious with
conventional programming languages. For
instance, to achieve the same result with the
Java DOM AP], this would require parsing,
navigating object structures, casting values
from XML into Java data types, creating a

8 November 2006
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result tree structure, and appending nodes
to that result tree. In general, conventional
programming languages require seven to
20 times more code than an equivalent
XQuery. Not only are XML applications
harder to write in conventional program-
ming languages, performance can be much
better in a good XQuery implementation,
because XQuery is a declarative language
that allows the implementation to do many
useful kinds of query optimization.

The second way XQuery simplifies data
integration is by eliminating the need to
work with different APIs and data models
for each data source. The XQuery language
is defined in terms of XML structures, but
since almost any data can be mapped into
XML structures, an XQuery implementation
can use XQuery to query just about any-
thing. For instance, an XQuery implemen-
tation can provide support for relational
data, implementing queries by generating
efficient SQL for the database, but allowing
a user to query the data as though it were
XML.

By treating all data sources as XML, this
kind of XQuery implementation lets a de-
veloper query relational data, Web message
calls, and other data sources together, with
a small amount of declarative code, in one
uniform data model, without mastering the
idiosyncrasies of each system.

Consider the customer example in the
introduction. With an XQuery implementa-
tion that supports all of the underlying data
sources, a developer can write a simple
query to do a join among the different
systems that represent different aspects of
a customer. This dramatically simplifies
software development in most business
environments. The developer focuses on
the information that’s needed, not on the
representation used in each system. Typi-
cally, the code savings in data integration
environments is even greater than in pure
XML environments.

The available data sources and the
implementation strategy vary widely among
XQuery implementations. For relational
data, an implementation may translate an
XQuery into SQL then translate the SQL
result sets to XML when returning results
to the query engine. For flat file formats, an
implementation can provide XML convert-
ers that actually convert data to XML on-

the-fly when it’s queried. Web Service calls
may be supported using functions that can
be called from within a query. When choos-
ing an XQuery implementation, make sure
that it fits in your computing environment
and can handle the data sources needed

in your architecture. The XQuery imple-
mentations from most database vendors
are designed to query only data stored in
their database; most companies have more
than one database, and data not found in a
database.

The XQuery implementations from ap-
plication server vendors or XML integration
server vendors can query a wider range of
data sources, but require the adoption of
their server, which may not fit in your archi-
tecture, or may increase the footprint of the
system. If you're writing Web Services in a
Java environment, make sure your imple-
mentation supports the XQuery API for Java
(XQJ), which is the standard Java interface
for XQuery - it lets your servlets use XQuery
the same way that JDBC lets servlets use
SQL. Also, the performance of XQuery im-
plementations varies dramatically — make
sure that you test performance for the data
you work with, especially if you're using
XQuery for relational data or very large XML
files. Because XQuery is declarative and can
be optimized, a good implementation will
provide performance better than you nor-
mally achieve with hand-coded Java, JDBC,
SQL, and an XML API.

Using XQuery vastly simplifies data
integration, offering loosely coupled access,
and providing one way to query any data
source supported by the query engine. And
because an XQuery implementation can
talk directly to the original data source, it
can do optimizations that are no longer
available once the data is extracted and
converted to physical XML. As a result, what
is easier for the developer also results in
better performance.

XML Development Environments
for Data Integration

It’s hard to understand the relationships
among data without some way to visual-
ize the data. This is particularly true when
working with data from multiple sources.
When doing data integration, look for an
IDE that lets you visualize as many of your
data sources as possible, supports general
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Businesses need up-to-tate information
that comes from a variety of data sources,
but the proper tools and development
methods have lagged behind

XML functionality, and has good support
for XQuery. Some of these tools let you
establish database connections, drag-and-
drop from data sources to create XQuery
code, run queries and see their output, and
run a debugger to help find bugs. These
tools make developers more productive.
When choosing an IDE for data integra-
tion with XQuery, consider related function-
ality that you may need. For instance, some
IDEs also provide support for developing
XML pipelines and publishing. Several IDEs
can generate XQJ code to run an XQuery
as part of a program. One XQuery IDE is
implemented as an Eclipse plug-in, which
is very convenient for Java developers
who use Eclipse. Several IDEs also provide
good support for writing and testing XSLT
stylesheets, W3C XML Schemas and DTDs,
and related XML development.

The Data Access Layer

In most companies, several data consum-
ers need to access the same information.
For instance, if one of your Web Services
needs a description of a customer, this
same description might also be useful for
other Web Services, and also for dynamic
Web sites, AJAX clients, publishing applica-
tions, or any other application that needs
customer data. Frequently companies de-
sign for a single project, coding very similar
interfaces for each data consumer, an obvi-
ous waste of programming effort. And if the
data sources change, each of these inter-
faces has to be rewritten. In environments
where security and auditability are impor-
tant, much more code must be audited.

A data access layer lets many data con-
sumers access data using the same well-de-
fined interface. For each request, the data
access layer calls a data service. Data services
should represent the business model, hiding
underlying systems and the data integration
task from data consumers. For instance, you
might write a data service that provides the
data for a single customer. A data service
can be parameterized — a parameter might

identify the customer ID or the name of a
particular view of the customer.

Many data services do nothing more than
query data from one or more data sources
to produce XML. These data services can be
written directly in XQuery, using external
variables to allow queries to be parameter-
ized. In other data services, an XQuery may
be part of a Java program that performs busi-
ness logic or interacts with other systems, or
it may be part of an XML pipeline. A small
focused team can be responsible for writing
the queries to implement data services, and
for documenting available services, allow-
ing data consumers to access these services
using standard Web and XML interfaces.

Summary

XQuery provides a simple way to query
data across data sources, providing simple,
efficient data integration. With a good
XQuery implementation, any data source
can be queried as though it were XML, and
any desired XML structure can be created as
the result of a query. For instance, a query
can take relational data and other data
sources as input, and return the payload for

a SOAP message. XQuery increases produc-
tivity by freeing developers from the need
to learn a different API and data model
for each data source, and provides direct
support for the operations commonly used
in XML. Depending on the XQuery imple-
mentation, data sources might include
relational data from one or more databases,
XML files, Web Service calls, EDI, and legacy
file formats among others. An XML devel-
opment environment that allows visualiza-
tion of multiple data sources and provides
support for XQuery can further enhance
developer productivity. When many data
consumers need access to the same kinds
of data, data integration can be done in a
data access layer that provides a set of data
services, representing the business model,
that hide the details of data integration and
allow reuse of data integration code.
Because businesses need up-to-date in-
formation that comes from a variety of data
sources, but the proper tools and develop-
ment methods have lagged behind, today’s
software systems are often needlessly
complex and ad hoc. Modern data integra-
tion tools are the solution. Using XQuery, an
XML IDE, and a data access layer simplifies
development significantly, improves per-
formance, increases code reusability, and
makes systems more maintainable. Il

About the Author

Jonathan Robie is the XQuery Technology Lead at DataDirect
Technologies, which specializes in data integration, data
connectivity and mainframe integration products. He is a
lead designer of XQuery, the W3C XML Query language, and
an editor of many of the specifications which define the
XQuery language. He is also a co-inventor of Quilt, a prede-
cessor of XQuery, and XQL, a predecessor of XPath. Jonathan
has been significantly involved in several other W3C Working
Groups, acting as an editor for documents produced by the
XML Schema and Document Object Model Working Groups,
and has also participated in the W3C XML Information Set
and XML Stylesheet Language (XSL) Working Groups. He is
well known in the XML world, both as an innovator and as

a speaker. Jonathan’s Blog can be found at
http://blogs.datadirect.com/jonathan_robie.
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The Technologies Behin
OA Governance

SOA governance is not a shrinkwrapped product
that you can simply implement off-the-shelf

4{ WRITTEN BY GARY SO

¥2 In last month’s article, we discussed the motivation for SOA governance and the

areas where governance should be applied. We also pointed out that, while SOA gov-

ernance is not a shrink-wrapped product that you can simply implement off-the-shelf

without also addressing important organizational and procedural issues, putting the

right software mechanisms into place enhances the ability to automate the enforce-

ment of policies and controls.

This article outlines the key moving
parts of an SOA governance system
that performs such policy-related
functions.

At a basic level, an SOA governance
system should facilitate governance across
the service lifecycle from design time to
run-time to change time. It should allow
polices to be defined and created, and
provide mechanisms for these policies to
be enforced at each phase of the service
lifecycle.

The main components of this system
include:

» Aregistry that acts as a central catalog of

business services

A repository for storing policies and other

metadata related to the governance of the

services

Policy enforcement points, which are

the agents that enact the actual policy

enforcement and control at design time,

run-time, and change time

A rules engine for managing the declara-

tion of policies and rules and automating

their enforcement

e An environment for configuring and
defining policies and for managing
governance workflows across the service
lifecycle

Registry
A registry is usually identified as one of
the first requirements of SOA adoption and
registries play an important role in gover-
nance. In simple terms, a registry is a catalog
or index that acts as the “system of record”
for the services in an SOA. A registry isn't
designed to store the services themselves
rather it indicates their location by reference.
Having a centralized catalog of services is
significant from an organizational perspec-
tive because it enables the easy discovery,
reuse, and management of services.
“An SOA registry typically fulfills the fol-
lowing functions:
* Stores service descriptions, informa-
tion about their end-points (the network
resource where the service functionality
is implemented), and other technical
details that a consumer requires to invoke
the service such as protocol bindings and
message formats
* Allows services to be categorized and
organized
* Allows users to publish new services into
the registry and to browse and search for
existing services
e Maintains service history, allowing users
to see when a service was published or
changed

As the place where services are made
known in the SOA, a registry is also a natural
management and governance point. For ex-
ample, compliance requirements — such
as conformance with the WS-I Basic Profile
or the use of specific namespaces and sche-
mas — might be imposed on services before
they can be published in the registry. Or, as
services are registered or changed, the reg-
istry can also trigger approval and change
notification workflows so that stakeholders
are alerted to changes. As such, a robust
registry is an important component of any
SOA governance solution.

Another important factor is the in-
teroperability of the registry with other
components of the SOA infrastructure.
OASIS provides a platform-independent
standard for registry interoperability
known as UDDI (Universal Description,
Discovery, and Integration). UDDI defines
aWeb Services-based programming in-
terface that allows different consumer ap-
plications, tools, and runtime systems to
query the registry, discover services, and
interact as required to provide manage-
ment and governance capabilities. While
it'’s not a prerequisite for an SOA registry
to be based on UDD], it is the most com-
monly adopted standard and ensures

12 November 2006
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the greatest degree of compatibility with
other products in the environment.

Repository

While the registry plays a central role in
policy enforcement, the registry itself doesn’t
provide sufficient context for the breadth of
SOA governance requirements described in
this article. For example, policies — in the
form of rules and restrictions that are en-
forced on services — and consumer/provider
service-level agree-ments are generally not
constructs that are stored in a registry (for one
reason, they aren’t constructs that are known
to UDDI). So another data store, usually
referred to as a repository, is needed to store
governance-related artifacts and support the
full complexity of managing service metadata
throughout the service lifecycle.

The term “repository” is used in many
different contexts — for example, a data
repository (SQL database), a document
repository (file system), or a source code
repository (version control system) — but
in the context of SOA governance, the
repository can be thought of as a centrally
managed policy store.

Among other things, a governance
repository should support the following
capabilities:

e An information model or taxonomy

for representing and storing organiza-

tional and regulatory policies that can

be translated into rules that are enforced
by the SOA governance system. It should
be possible for policies and rules to be
interpreted by people or machines (and
sometimes both) as appropriate.

¢ Audit capabilities for tracking the trail of
changes and authorizations applied to
assets in the repository context.

¢ Identity management capabilities and
role-based access controls to ensure that
only appropriate parties have access to
policies.

¢ A notification system and content valida-
tion capabilities to provide additional
assurances that policies are well-formed,
consistent, and properly applied.

The requirement for a logically central-
ized repository is particularly important
for codifying and enforcing a single “offi-
cial” set of policies across the organization.
However, the actual repository itself may
have a federated architecture for scalability
and for using the repository across differ-
ent geographic regions, multiple lifecycle
constituencies, and corporate boundaries.

The Advantages of an Integrated
Registry/Repository

While the registry and repository have
been discussed as separate concerns,
in practice there are many benefits to
combining the two functions into a single
entity. To function properly together as a
system, the registry and repository should
maintain a consistent view of service
definitions, service versions, consumer
and user identities, and other information.
Implementing them as separate products
creates the burden of duplicate data entry,
sets up the need to synchronize informa-
tion, and increases the risk of inconsisten-
cies between the two.
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Figure 1: Key components of an SOA governance system

When the registry and repository are
unified with a single normalized and
standards-based information model and
underlying datastore, the integrity of both
governance-related metadata and the
information model can be assured. The uni-
fied approach also eases the enforcement
of policies that apply across the boundary
between the registry and the repository.

Standard registry capabilities can be of-
fered by an integrated registry/repository
with a UDDI interface to the policy reposi-
tory that allows access to the relevant data.

Policy Enforcement Points

So far the role of the registry and re-
pository has been established and the case
made for an integrated registry/repository
to create a consistent policy context. These
policies, in turn, need to be enforced. In an
SOA governance system this function is ful-
filled by policy enforcement points.

The places where policies are actually
applied and enforced — the policy enforce-
ment points — change depending on the
lifecycle stage. During design time, the
registry/repository itself is the point of
enforcement. During runtime, policies are
generally enforced by the underlying mes-
sage transport system that connects service
providers with consumers. Finally, during
change time, policies are typically enforced
by the IT management system.

Design-Time Enforcement:
Registry/Repository
Since the registry/repository is the sys-
tem of record for both service interfaces as
well as the assets, attributes, and metadata
associated with them, it provides a logical
point at which to enforce policies about
the design of these particular artifacts.
Design-time policies are typically applied as
artifacts — which could include WSDL files,
schema definitions, process models, and
project documentation — are checked into
the registry/repository.
The following features are desirable in the
design-time policy enforcement point:
¢ Identity management: To establish rights
and responsibility in the registry/reposi-
tory it’s first necessary to identify users
(for example, via an LDAP-based identity
systems or other directory), service con-
sumers, and other participants. Identity
is also important for metering usage,
logging for audit purposes, and applying
approval requirements and other govern-
ance processes on an individual or role-
based basis.
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By establishing the right balance between
strategy, organizational practices, and supporting
technologies, companies will be abie to turn the
concept of SOA governance into a practical reality

* Access control: Coupled with identity
management, the system should offer
fine-grained access configurations over
all aspects of registry/repository assets.
This includes the ability to secure assets
as well as policies, governance processes,
and asset classifications.

Automated notifications and approvals:
The ability to trigger events in response to
Create, Read, Update, or Delete activities
in the registry/repository allows alerts,
approval processes, content validation
scans, and other actions to be auto-
mated. These triggers might be applied
either before or after the interaction in
question. For example, a policy might be
established that a design review approval
is needed before an object is created in
the registry/repository.

Content validation: Content (in the
form of assets that are checked into

the registry/repository) should be
scanned and validated according to their
type and pre-configured compliance
checks. Common validations include
WSDL validation, XML schema valida-
tion, testing for namespace violations,
schema validation, and other interop-
erability-related scans. For example,
service consumers expect interfaces to
be well formed and interoperable, so the
registry/repository should automate the
process of scanning and assuring that
WSDL documents are well formed and
conformant with WS-I interoperability
profiles.

Audit trails: A fundamental capability for
establishing accountability is the ability
to track interactions between participants
and the registry/repository, along with
the sequence and details of those activi-
ties. This record can be used for gover-
nance enforcement “after the fact” and

to establish usage patterns for guiding
process improvements.

Runtime Enforcement:
Message Transport

Runtime policies are enforced by the SOA
mediation layer — which will typically be
a SOAP/HTTP-based message transport
— along with the registry/repository that
fulfills the function of service discovery and
policy store. As an intermediary between
service providers and consumers, the mes-
sage transport can exercise policy controls
transparently to the underlying services and
to the message flows between them.

Without SOA, the ability to control appli-
cations in this manner is restricted both by
the scope and capabilities of the underlying
platform. When different applications are
integrated, it is generally difficult to apply a
common policy context to the integrated re-
sult. A typical challenge is enforcing access
security when two applications with differ-
ent user communities are integrated. For
example, application A automatically draws
data from application B, but application A
users aren’t authorized to use application
B. How do you now control the data that
users have gained access to in application
A? With the intermediation provided by the
message transport, it becomes possible for
a distributed network of services to share a
common policy-managed context. This is a
powerful capability that emerges as a direct
result of SOA.

Since runtime policies are typically ap-
plied to messages that flow across the mes-
sage transport system, the specific types
— and level of sophistication — of runtime
policies that can be defined and enforced
depend on the capabilities of the underly-
ing intermediary.

Desirable runtime policy enforcement
capabilities include the following:
¢ Consumer identification and security:

Identifying consumer applications to

prevent unauthorized access to services;

configuring the security of services at

runtime and enforcing policies such as

encryption (for message confidentiality),

digital signatures (for message integrity

and nonrepudiation), and logging for

tracing and tracking.

Routing rules: Configuring runtime

routing rules to address performance,

version management, and other opera-

tional requirements. Variations include:

content-based routing (examining a

message’s content to determine where

to route it according to specific rules,

for example, processing certain types

of orders via a different process); ver-

sion-based routing (to support version

management and the deprecation of ser-

vices); and preferential quality-of-service

routing (giving consuming applications

different processing priorities based on

business priorities and defined service

levels).

¢ Transformation rules: Translating be-
tween different message transports and
technology protocols to facilitate applica-
tion connectivity, or transforming data
between consumer and provider.

¢ Service Level Agreement (SLA) manage-
ment: Policies for managing performance
and availability to match the require-
ments of an SLA, for example, routing a
request to a backup service in the event of
a failure of the primary service provider,
or balancing the request load across
additional back-end service to improve
performance.

¢ Logging, monitoring, and alerting — Col-
lecting service-level data and establishing
rules based on aggregate counters for
response time, throughput, errors, and
other transaction data so that alerts can
be generated when there are violations to
predefined SLAs.

Finally, while the intermediary and reg-
istry/repository are logically decoupled, a
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dependency exists to the extent that the in-

termediary has to understand and interpret

the policies defined in the registry/reposi-

tory. As such, it's advantageous to have a

message transport system and registry/re-

pository that are interoperable out-of-the-
box; otherwise, this is an integration issue
that the implementer has to address.

Change-Time Enforcement: IT Manage-

ment System

Whereas design- and runtime policy
have “hard” gates — approval for access to
the registry/repository and connectivity
via the message transport — change-time
enforcement relies to a greater extent on
IT change management practices and pro-
cedures than on enforced control points.
Nevertheless, the IT management system
— collectively, the set of systems manage-
ment software tools and services that the
IT organizations uses to manage, monitor,
and control their business applications and
software infrastructure — and the registry/
repository combine to play an important
role in change-time governance.

Unlike previous software paradigms
where an application package enters a
support or maintenance phase once put
into production, SOA involves a dynamic
network of interdependent services that
are in an ongoing state of adaptation and
optimization. Since services, transactions,
and SOA events of interest can be moni-
tored by the IT management system, it’s a
logical source of runtime information that
can be fed back into the registry/repository
to facilitate the orderly evolution of the SOA
environment.

This information might include:

* SLA-related metrics, such as the average
response time, availability, or throughput
of a specific service

* Process-related metrics in the form of
Key Performance Indicators (KPIs) that
associate services with user-defined busi-
ness process metrics (e.g., average order
amount)

* Business activity monitoring (BAM)
alerting and notification events related to
business-level exceptions.

Information such as this can be used
to optimize service delivery during the
change-time cycle by guiding adjustments
in policies, service levels, or in the services
themselves. Changes to services will require
the change-time governance practices
described earlier to be put into effect, for
example, performing an impact analysis to

assess the implications of changing a ser-
vice and dealing with the resulting version
management issues.

As with integration between the mes-
sage transport and the registry/repository,
it’s beneficial to have out-the-box linkages
between the registry/repository and the
management system so that data flows
seamlessly between the two without need-
ing additional integration.

Governance Rules Engine

A rules engine isn't strictly a require-
ment of an SOA governance system, but
incorporating rules-engine technology in
the registry/repository enables a signifi-
cant degree of flexibility and automation,
while reducing the reliance on humans to
perform mechanical governance tasks (and
the associated risk of error).

Rules are typically associated with events,
while the rules engine handles the fir-
ing and chaining of rules. For example, a
company’s policy might be that access to
services in production is strictly limited
to staff belonging to an IT operations role,
whereas in the test environment, access is
also granted to developers. The rules engine
could automate the process of setting and
resetting access control switches at lifecycle
milestones such as when a service is pro-
moted from development into testing or
production. A rules engine also provides the
basis for creating complex policies based on
reusable templates.

Besides automating governance tasks,
the rules engine can help deal with policy
federation, or the ability to allow multiple
policy authors and authorities. This is an
important use case for enterprise SOA
adoption where governance policies might
not be authored and controlled by a single
department or organization. A more robust
model — that is the basis for policy federa-
tion — is to enable both centralized as well
as distributed policy creation. Policy federa-
tion requires the establishment of guide-
lines and rules for reconciling policies that
come into conflict, and the rules engine
assists in the execution of these rules.

Lifecycle Management

The final key ingredient of an SOA gover-
nance system is the user environment that
presents the human interface to the regis-
try/repository and incorporates the gover-
nance lifecycle processes and workflows.
Typically, the process workflow includes the
following steps:

Publishing a service by an authorized pro-
vider

Discovering a service by a potential con-
sumer

Requesting use of the service by the con-
sumer

Agreeing on the terms of delivering the
service

Authorizing the consumer

Provisioning of the service

Monitoring of the service delivery

Related to each of these steps, organiza-
tions might define approval and notification
workflows, exception alerts, and a variety
of other process steps. The SOA gover-
nance lifecycle management capability will
manifest itself in the forms of screens — with
information customized to the user’s role in
the governance frame-work — reports, and
integration with e-mail to communicate no-
tifications and approval requests. An impor-
tant feature when serv-ices are extended to
business partners is the ability to make these
lifecycle management capabilities available
securely across the firewall.

Conclusion

Ultimately, SOA governance is about
maintaining control over the environment
to engender the level of trust required
for ongoing SOA adoption and success.
While effective governance rests in how it’s
institutionalized in the organization, hav-
ing the right technology framework makes
it easier — and in some situations is the
only sustainable way — to enforce poli-
cies and controls. This framework should
include mechanisms for defining policies
and service contracts and enforcing them
through the service lifecycle through work-
flows, intermediaries, and other automated
mechanisms.

By establishing the right balance between
strategy, organizational practices, and sup-
porting technologies, companies will be
able to turn the concept of SOA governance
into a practical reality. [l
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Service Oriented Architecture (SOA) projects have evolved.
A couple of years ago it would have been sufficient to dem-
onstrate connectivity between systems that were previously
isolated. Nowadays these connections must provide guarantees
of reliability, security, and performance. Delivering on such

requirements presents a number of challenges.

ot all of the challenges faced during an SOA project are

technical. However, it’s the technical requirements that

are best understood and most often explicitly stated as
requirements. Other issues relate to the changes required in the
way IT operations are organized in a company. While it’s often the
technical challenges that are focused on in the early projects, many
organizations are discovering that this approach doesn’t make for a
successful SOA deployment.

The use of an Enterprise Service Bus (ESB) to implement an SOA

addresses many of the technical challenges encountered by such
projects, allowing organizations to concentrate on the other chal-
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lenges that they’ll face. A recent report by Gartner Dataquest showed
that the Enterprise ESB market is the fastest growing application in-
tegration middleware market segment — with growth rates exceeding
100% year-over-year. So why are so many enterprises turning to ESBs
to deliver their SOA projects?

This article discusses some of the technical issues solved by the
ESB. It then goes on to look at the other SOA challenges relating to
organizational changes that are seldom acknowledged at the start
of an SOA project and often deserves the most attention.

The Problems Addressed
by the ESB Connectivity

The systems in any large organization will use a variety of
transport layers. For example, there will be at least one message
queue system. FTP, e-mail, files dropped into directories, and of
course HTTP may also be used. An ESB can connect to all of these
transports in a consistent manner, isolating the developer from
the specific issues associated with each one. Appropriate use of an
ESB can make the selection of a transport a deployment time issue
rather than a development one.

Data Transformation

Systems will invariably use different message formats. SOA
must first standardize on the use of XML. The goal then is to to use
a common vocabulary of XML elements across most messages.
Legacy systems are unlikely to use XML, so each format will have
to be transformed to and from XML. The ESB provides tools and
runtime components to handle this data transformation.

An initial SOA project may struggle to define a set of common
XML elements. This will result in the need to perform additional
XML-to-XML transformation on the ESB. In some cases, this may
seem like surplus overhead. However, it’s a necessary step on the
way to achieving the goal of common message formats.

Reliability

The reliability and traceability of messages flowing through the
ESB is now a fundamental requirement of most SOA deployments.
This means that the ESB should be based on a reliable message
layer - typically one of the JMS implementations. Alternatively, the
ESB can provide reliability on top of unreliable transports (typically
HTTP) by using protocols such as WS-RM.

Areliable transport isolates the application from communication
errors that occur at runtime. This reduces the error recovery code re-
quired in the application. It also eliminates any application code that
attempts to redeliver failed messages since this is done automatically
at the transport layer. Failure to adopt a reliable transport can result
in the logic to catch faults and perform retries being implemented in
the application layer. This is not a wise use of developer time.

Security

Many ESBs provide security by using protocols such as HTTPS.
Howeverusing these protocols tie you to a single transport. Using
WS-Security provides a transport-independent security mecha-
nism. WS-Security can be added at the message-processing layer
without needing modifications to the applications developed. This
lets security requirements be considered relatively independently
of the functional requirements for a project.

In SOA, there’s increasing emphasis on the use of policies.
Features that would have previously been developed as part of the
application are being separated out and provided by the ESB. Secu-

rity and reliability are two areas where a policy-driven approach is
being used. The ESB is configured using a policy document to both
provide and enforce the level of security required.

Asynchronous

Systems should be designed from the start to communicate us-
ing asynchronous messaging. A reliable asynchronous messaging
system can isolate systems from faults relating to the temporary
unavailability of a single service. Asynchronous messaging also
provides a way to handle an increase in traffic more gracefully than
synchronous messaging. The use of asynchronous messaging intro-
duces the need to address issues such as message correlation. The
ESB performs this task by using protocols such as WS-Addressing or
by correlating features of languages such as WS-BPEL.

Orchestration

A fundamental aspect of an SOA is the need to provide services
that perform specific tasks as defined by business need rather than
the technology. Unfortunately, there’s seldom a one-to-one rela-
tionship between these. After exposing a number of legacy systems
on the ESB, it will be necessary to orchestrate these services into
a new service that reflects the business task. WS-BPEL provides a
powerful way to achieve this level of orchestration. BPEL can easily
deal with the correlation necessary to combine multiple asynchro-
nous message exchanges into a single service. It also provides a
reliable environment for process execution, thus ensuring that the
reliability offered at the transport layer isn’t lost due to problems in
the application layer.

The Issues Enterprises Need
To Address

The initial reaction of any skilled development team would be
to say that it can satisfy any of the requirements above without
having to use an ESB. That may be true: however, it may be a case
of reinventing the wheel and while a development team is focused
on that, it may not be addressing the real issues. This section looks
at some of the non-technical issues that can cause problems during
the first SOA projects.

Training Existing Staff

Seldom is an SOA built on a green field site. The need to reuse exist-
ing assets inevitably means that most real-world SOA deployments
include a number of legacy applications. While SOA promises simplic-
ity, integrating a number of legacy systems into an SOA can prove to
be a complex task. This requires expertise in both SOA and the legacy
systems. In short, this means that most of an SOA will be built by exist-
ing IT staff. Therefore, they will need to be trained in the use of the Web
Services technologies required by an SOA.

Driving the Adoption of Shared Message Formats

As part of adopting an SOA, many organizations will need some-
one who is responsible for maintaining XML Schemas. SOAs are
deployed incrementally. Many initial projects struggle to produce
data structures, which are reusable. Reuse of XML message formats
is an important milestone in the adoption of SOA. Failure to adopt
common data structures will result in the need for transformations
every time a service is reused. Many standard XML Schemas exist,
however it’s not always possible to find an appropriate standard, so
each organization will need to create XML Schemas for their own
use.
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The value of an ESB IS in its ability to free up your IT
resources to concentrate on the higher-level issues
associated with rolling out a SOA

Where two or more teams are involved in an integration
project, there’s an additional upfront cost involved in adopting a
common set of XML Schemas. Often, the greatest difficulty is in
coordinating changes to these schemas in a timely fashion. Once
these XML Schemas are in use, the ability to modify them in a
backwards-compatible way becomes important. Designing these
XML Schemas requires a good understanding of XML Schema
itself and also the ability to balance the requirements of several
teams.

Reuse of entire message formats is unlikely to be possible during
initial projects, so the goal should be to create a number of element
definitions that can be reused in a variety of message formats. This
will ease integration and cut down on the need for data transforma-
tions.

Issues such as versioning should be planned from the start. At
a basic level, this can take the form of ensuring that each mes-
sage on the ESB contains version information. The selection and
implementation of an appropriate versioning strategy is another
responsibility of the person who maintains the XML Schemas.
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Moving the Boundaries of Division of Labor

Any integration project involving a number of development teams
will result in some level of negotiation on who does the work. Tradi-
tional division of labor can work strongly against the goals of an SOA. A
successful SOA requires the creation of services that will be reused. In a
traditional integration project, there’s always the temptation to do the
minimum amount of work to make the service accessible. This pushes
some effort onto the client; perhaps an original text based message
format will be used. SOA moves this work from the client to the service.
The service must be created in such a way that’s as convenient as pos-
sible for clients to access. Organizational changes may be required to
ensure that the extra effort involved is acknowledged and rewarded.

Coordinating Team Activity

The task of coordinating multiple development teams shouldn’t
be underestimated, especially when they’re working together for the
first time. The touch points between the teams such as transports,
protocols, and message formats are often areas that cause difficulties.
Changes to the various touch points have to be planned and coordi-
nated to prevent a continual dripfeed of modifications into the system.

Testing

Testing in an SOA project has to be approached in a very deliberate
manner. Integration projects involving a number of applications are
very sensitive to changes in any one of those applications. For exam-
ple, late delivery of an application used as part of an orchestration can
delay the start of testing for the overall project. Testing strategies need
to plan for this eventuality. Testing needs to start early and be done
in parallel with development. Stub versions of each service should be
developed to facilitate isolated testing. This will limit the probability
that delays relating to a single service will delay the overall project.

Conclusion

Many of the technical issues solved by the ESB may appear at
first glance to be straightforward. However, the cost of delivering
quality of service features such as reliability, security, and perfor-
mance shouldn’t be underestimated. Don't fall into the trap of at-
tempting to implement these from the ground up. As many others
are now doing, use an ESB to deliver these features. The true value
of an ESB is in its ability to free up your IT resources to concentrate
on the higher-level issues associated with rolling out a SOA.
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»2 Interoperability is an important factor in the success of
solutions that are based on Web Services and Service Ori-
ented Architecture (SOA), along with other key factors such
as contracts, loose coupling, and reuse. Interoperability is
generally accomplished by developing your Web Services using
the well-established guidelines for implementing Web Services
and by following industry standards such as XML, WSDL, SOAP,
and UDDI. However, just following Web Services standards and
guidelines during the development phase of a project isn't suf-
ficient to achieve interoperability.

comply with many requirements such as the need to have

similar implementations (data types, formats, and schemas)
of the standards that you want to use. As different products are

provided by different vendors, developed by several sets of people,
and employ various types of underlying technologies, achieving a

The different products used for development also have to

lI‘IS

l|,-l'

common understanding often becomes very difficult, which makes
the products likely to be non-interoperable with each other.

Over the last few years, the basic Web Services standards like
XML, WSDL, and SOAP have matured a lot and WS-I has released
a Basic Profile (described later) that contains implementation
guidelines for basic Web Services standards. Today, most vendors
provide products that comply with the Basic Profile and support the
standards included in the profile. With the wide adoption of the Ba-
sic Profile, software vendors have been able to make their products
interoperable to a great extent.

As the Web Services industry evolves, it embraces new specifica-
tions like WS-Security, WS-ReliableMessaging (WS-RM), and WS-
AtomicTransactions (WS-AT) to provide advanced functionalities
such as security, reliability, and transactions that are not provided
by the basic specifications. These specifications are generally re-
ferred to as the WS-* (pronounced WS-Star) specifications. As they
are relatively new and have not been so widely agreed on by the
industry, achieving interoperability between Web Services that use
WS-* specifications is much more difficult and the WS-* specifica-
tions may not even be supported in many products.

This article provides a set of guidelines and best practices that
you can follow to accomplish interoperability when developing web
services that make use of the WS-* specifications across products
provided by different vendors. It also provides insight into the Web
Services specifications situation that contains a large number of
WS-* specifications that are being developed by different groups.
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Author’s Note:

1. This article uses the term “product” as a common term to refer to
platforms, technologies, or tools provided by software vendors for
developing Web Services.

2. It uses examples of interoperability between J2EE- and .NET- based
Web Services. However, the given guidelines and best practices can
be applied to other platforms too.

3. This article assumes that the reader is aware of basic Web Services
concepts and knows the different steps involved in develoing Web
Services.

Basic Web Services Interoperability

Achieving interoperability for scenarios involving only basic
standards is relatively easy if you follow the guidelines set by the
Basic Profile (BP) 1.0 or 1.1 of the Web Services Interoperability
Organization (WS-I). The Basic Profile consists of implementing
guidelines recommending how a set of core Web Services specifica-
tions should be used together to develop interoperable Web Servic-
es. The guidelines address technologies that cover four core areas:
Messaging, Description, Discovery, and Security. BP1.0 covers the
following core Web Services specifications and provides constraints
and clarifications to these base specifications, along with conven-
tions about how to use them together:
* SOAP 1.1
e WSDL 1.1
e UDDI 2.0
* XML 1.0 (Second Edition)
e XML Schema Part 1: Structures
e XML Schema Part 2: Data types
RFC2246: The Transport Layer Security Protocol Version 1.0
RFC2459: Internet X.509 Public Key Infrastructure Certificate and
CRL Profile
RFC2616: HyperText Transfer Protocol 1.1
RFC2818: HTTP over TLS Transport Layer Security
RFC2965: HTTP State Management Mechanism
The Secure Sockets Layer Protocol Version 3.0

You can see detailed information about the Basic Profile at its
home page: http://www.ws-i.org/deliverables/workinggroup.
aspx?wg=Dbasicprofile.

If you can ensure that all the products being used in your solu-
tion are compliant with the Basic Profile, you are very close to
achieving the interoperability between those products. Addition-
ally, if you build your Web Services by following the Basic Profile
guidelines and by using the specifications listed above, you can
achieve complete interoperability. However, the guidelines for
using basic Web Services specifications aren’t within the scope of
this article. To find out more on the topic, you can either look at
resources listed in the section “Web Services Interoperability Re-
sources” or search for the keyword “Web Services interoperability”
on any major search engine. You'll find numerous articles, guide-
lines, and samples.

Land in the WS-* Space

The basic Web Services specifications such as XML, SOAP, and
UDDI have been around for a long time now and have been ratified
by one standards body or another (described later in this section)
as standards. These specifications have also found wide adoption
in the industry and in leading Web Services products. However,
the case is not the same for advanced Web Services specifications

or WS-* specifications. Figure 1 below graphically represents how
different categories of specifications fit in the context of a Web
Services framework.

Note that Figure 1 provides high-level categorization of Web
Services specifications; it shouldn’t be considered a underlying
architecture for Web Services implementations. The basic speci-
fication provides the core functionalities for Web Services such as
messaging, discovery, and description, whereas WS-* specifications
provide advanced functionalities such as security, reliability, and
transactions. A specification is generally given the status of a stan-
dard when it’s approved by a standards body. There are two main
standard bodies dealing with Web Services standards:
1.W3C: The World Wide Web Consortium (http://www.w3.org/)

2. 0ASIS: The Organization for the Advancement of Structured

Information Standards (http://www.oasis-open.org)

W3C was founded mainly to focus on Web-based protocols and
standards such as HTML, HTTP, and others. It also plays a core role
in standardizing the basic specifications for Web Services includ-
ing SOAP, XML, and WSDL. It’s expanded beyond that and has been
involved in overseeing higher-level ones such as WS-Choreography
Description Language.

On the other hand, OASIS focuses on developing and adopting
e-business and higher-level Web Services specifications such as
ebXML, UDDI, and many of WS-* specifications including WS-
Security, WS-Reliability, Web Services Business Process Execution
Language (WS-BPEL), etc.

Besides to these two major standard bodies, there are two other
groups involved in Web Services-related standardizations:

1. The Web Services Interoperability (WS-I) organization (http://
www.ws-i.org/) was founded by Microsoft, IBM, and other
vendors primarily to promote interoperability across platforms.
It focuses on developing profiles of Web Services standards that
enable interoperability. It also provides usage scenarios, sample
applications, and testing tools to help you develop applications
conforming to the profiles. Its profile, BP1.0, mentioned in the
section “Basic Web Services Interoperability” above, has gained
wide acceptance in the industry.

2.The Liberty Alliance (http://www.projectliberty.org/) was
co-founded by Sun with the mission to develop Web Services
specifications for identity management using the Security Asser-
tion Markup Language (SAML). It focuses exclusively on identity
management and security issues.

Applicatisng
Security Relaability Transaclions
WE-Sarariey Wi Falsblsbanmiging | WLl

WSl erem o il ity WL ke T e e
- Traesd . P Hanemw sl by
L. [
Libariy My,
1 §
[ Mesanging ]
ARDAF, R ki, T CH L et .
XML
AL D, B

Figure 1: Relationships between WS-* specifications
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SPECIFICATIONS

Stages of a Specification Before Becoming
a Standard

This section describes the process followed by W3C and OASIS
to adopt a specification as a standard. The exact process followed
by the two standards bodies might be different, but on a high level,
they follow the process described here.

Generally, some vendors (such as Microsoft and IBM) get togeth-
er and create a draft version of a specification that they want widely
adopted. They publish that draft specification to get feedback and
support from the industry. The authoring vendors make changes
to the specification per the feedback and, if they choose to, submit
an agreed version to one of the standards bodies. The standards
body then enters its process for deciding whether to form a working
group (WG) in the case of W3C or a technical committee (TC) in the
case of OASIS. If it does form the WG or TC, it calls for participation
from industry members to work on the specification. The WG or
TC works on enhancing the original submission. At this stage, the
specification is called a “working draft.” When they are done with
enhancements, the WG or TC members publish the specification
for public review and take inputs. If the specification gets approved
in the public review, the TC recommends to the standard body that
it ratify the specification as a standard. In the case of the W3C, the
process for promoting a specification to the status of standard is
more rigorous.

This process and the availability of numerous Web Services specifi-
cations complicate the building of Web Services using WS-* specifica-
tions. The complications are described in the next two sections.

Multiple Statuses

The specifications listed in Figure 1 are at different “statuses”
or “maturity levels” of the standards process. For example, WS-
Security (SOAP Message Security v1.1) is an OASIS standard and
WS-Addressing v1.0 is aW3C Candidate Recommendation (almost
equivalent to a standard). WS-Policy is only a formal submission to
W3C and WS-AtomicTransaction (WS-AT) isn't even submitted to a
standard body; it’s a joint publication by BEA, IBM, Microsoft, and
few other vendors.

Author’s Note: The status of the various specifications mentioned in
this document is their status at the time of writing. But, their status
keeps changing and may be different when you read this.

Competing Specifications

There are some areas where there’s more than one specification
to address the same functionality; the multiple specifications are
supported by different consortia of vendors.

For example, the WS-Choreography Description Language v1.0
is a candidate recommendation (close to becoming a final recom-
mendation or a standard) at W3C for Web Services choreography
and was submitted initially by Novell, Oracle, and others. On the
other hand, Web Services Business Process Execution Language
(WS-BPEL) v2.0 is a commiittee draft at OASIS for very similar
requirements (i.e., Web Services orchestration); it'’s supported by a
mostly different set of vendors like BEA, HP, IBM, and Microsoft.

Similarly, WS-Reliability v1.1 is an OASIS standard, initially
submitted by Sun, Oracle, and others. But another group of ven-
dors made up of BEA, IBM, Microsoft, and TIBCO has published
a similar but different specification called WS-ReliableMessaging.
In some instances, you'll also find a vendor supporting competing
specifications.

Because of these complications, achoeving interoperability using
WS-* specifications becomes much more difficult compared to
using basic Web Services specifications. The following section de-
scribes some guidelines that should help you increase the interop-
erability success rate of your implementations and reduce the time
spent in debugging and investigations.

Guidelines for Interoperating Using WS-*

You need to look from a number of perspectives to ensure the
interoperability between Web Services (using WS-* specifications)
that are built on different products. This section offers insight into
these perspectives and provides examples wherever applicable.

Support for the Same Specifications

As mentioned above, there could be more than one specification
for the same functionality such as reliability or orchestration. Be-
fore you start, ensure that the products on which the Web Services
are developed support the same specification.

For example, if you want reliable delivery of messages between
Web Services developed on two different products, both products
should support the same specification, that is, both support WS-Re-
liability (WS-R) or both support WS-Reliable Messaging (WS-RM).
Otherwise, you may not be able to interoperate between the two
products.

Another example is about identity federation, for which there
are two different specifications available: Liberty Alliance’s Iden-
tity Framework ID-FF and WS-Federation. In both specifications,
federation is implemented through a Security Token Service (STS)
that provides security tokens to the requesting clients. But the two
specifications use different kinds of security tokens; Liberty Alli-
ance uses extended SAML assertions, whereas WS-Federation uses
WS-Security’s profiles of X509 and Kerberos. When two parties (or
organizations or security zones) plan to implement identity federa-
tion between them, they must ensure that the common security
token is supported by the two STSes; otherwise, they won't be able
to implement the federation.

Versions of the Specifications

Web Services specifications are evolving and new versions keep
moving through both the draft and final stage. But the products that
implement these specifications don't change at the same pace. Be-
cause of that, you find products from different vendors implement-
ing different versions of the specifications and the different versions
of the same specification may not interoperate with each other. In
such cases, check if the product that supports the newer version of
the specification supports the older version too. Generally, products
support the older version to maintain backward compatibility. You
should configure a product to use an older version of the specifica-
tion, if necessary, so that both products use the same version.

For example, BEA WebLogic Server (WLS) 9.0 only supports
SOAP 1.1 whereas Microsoft Windows Communication Founda-
tion (WCF) February 2006 Community Technology Preview (CTP)
supports both SOAP 1.2 and SOAP 1.1. WCF provides out-of-the-
box configuration settings for different kinds of bindings. All of the
bindings except basicHTTPBinding are configured to use SOAP 1.2
by default. If your WCF Web Services use any of these bindings, they
won't be able to communicate with WLS 9.0 clients and vice versa.
To enable communication, you need to configure the WCF Web Ser-
vices with a binding that uses SOAP 1.1. You can do that by creating
a custom binding in WCE
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SPECIFICATIONS

WS- specifications haven't matured
yet So achieving interoperability
using thems relatively difficult

You also have to ensure that versions of the other specifications
that are being used by the specification you're implementing are
the same. For example, WS-RM makes use of WS-Addressing. By
default, the WCF Feb 2006 CTP uses the version of WS-Addressing
given below:

wsalO=http://www.w3.0org/2005/08/addressing

Whereas the WLS 9.0 supports only the older version of WS-Ad-
dressing as given below:

wsa=http://schemas.xmlsoap.org/ws/2004/08/addressing

In this case also, you have to configure the WCF Web Service
with a custom binding that uses an older version of WS-Address-
ing. If you don’t want to create a custom binding, you can manu-
ally change the generated WSDL of the WCF service and use the
changed WSDL for generating a proxy that the WLS client uses to
call the WCF service. This will work only when the two versions are
compatible with each other.

Sometimes, vendors provide service packs or refresh packs to
overcome discrepancies in the released version of the product.
These packs might bring in changes in the supported specifica-
tions. These changes might break the existing interoperability or
enable interoperability where it was absent earlier. For example,
IBM WebSphere Application Server (WAS) 6.0 supports the ele-
ment <CoordinationContextType> for WS-AT, but when the refresh
pack 6.0.2.9 is applied over it, the supported element changes to
<CoordinationContext>. You should analyze all such changes in the
refresh packs before deciding to apply these packs.

Schemas, Namespaces, and WSDLs

In some instances, the two products might use the same version
number of a specification, but the namespaces for the specification
might refer to different schemas. For example, both WCF Feb 2006
CTP and WLS 9.0 use the February 2005 version of the WS-RM Pol-
icy specifications but refer to different namespaces. The WCF Feb
2006 CTP generatesw WSDLs that refer to the following namespace
for WS-RM Policy Assertions:

xmlns:wsrm=http://schemas. xmlsoap.org/ws/2005/02/rm/policy

Whereas the WLS 9.0 generates WSDLs that refer to this namespace:

xmlns:wsrm=http://schemas.xmlsoap.org/ws/2005/02/rm

The namespace above is actually for WS-ReliableMessaging
specification and not for WS-RM Policy specification (which is dif-
ferent from WS-ReliableMessaging). But for some reason, WLS 9.0
uses this namespace to refer to RM Policy assertions.

In such cases, you can change the WSDL of a service manually to
refer to a namespace that is understandable by the client. Subse-
quently, when you generate the client proxy from that changed

WSDL, the client proxy would refer to the changed namespace.
Hence the clients can communicate with the service successfully.
There’s also not much standardization on the location of WS-
Policy references in WSDLs. For example, WLS 9.0 adds the policy

expression reference in the <operation> element, whereas WCF
adds the policy file reference in the <binding> element. In such
cases, you have to change the WSDL of a Web Service according to
the client requirements.

Author’s Note: In WebLogic Server 9.2, the namespace has been
corrected and the WSDLs generated refer to the WS-RM Policy
namespace for policy assertions.

Specifications & Actual Implementations

Although products may claim to support a particular specifica-
tion, they may not support all the features in the specification
that aren’t mandatory. For example, WS-RM specifies four kinds of
delivery assurances: AtMostOnce, AtLeastOnce, ExactlyOnce, and
InOrder. However, WCF Feb 2006 CTP supports only two options:
ExactlyOnce and InOrder. Hence, you need to make sure that both
the products that you're trying to interoperate support the option
you're choosing for implementation.

Special Cases

You can come across many issues, which can’t be categorized in a
particular type of issue like the ones listed above. Such issues might
be because of some problem in the configurations of a service,
or client, or might also be because of some bug in a product. For
example, there’s a special problem between WLS 9.0 and WCF Feb
2006 CTP.

When a client running in WLS 9.0 calls an operation defined in a
WCEF Feb 2006 CTP service using WS-RM, the WLS requires at least
one “two-way” (Request-Response or Solicit-Response) operation
to be defined in the WCF service. Otherwise, WLS can’t use WS-RM
for communicating with WCE The “two-way” operation is required
even if the WLS client is only calling “one-way” operations in the
WCEF service.
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To understand this special problem, you have to know the kinds
of messages that get exchanged in a typical WS-RM-based commu-
nication, which is shown in Figure 2:

According to the WS-RM specification, a source end-point sends
a message with a <CreateSequence> element to a destination end-
point to start a reliable session. The destination end-point responds
with a message having a <CreateSequenceResponse> element.
When the destination end-point is deployed using WCF CTP, WCF
CTP sends the message with a <CreateSequenceResponse> element
to the location that’s provided in the <ReplyTo> element (defined in
the WS-Addressing specification), which is present in the header of
the CreateSequence message. Whereas, when WLS 9.0 hosts a des-
tination end-point, it sends the response message to the location
provided in the <AcksTo> element (defined in the WS-RM specifica-
tion), which is present inside the <CreateSequence> element of the
CreateSequence message.

When aWLS 9.0 client sends WS-RM-based messages to a WCF
CTP service and there’s no two-way operation defined in the ser-
vice, the <ReplyTo> element in the CreateSequence message sent
by WLS client contains the URI for an anonymous end-point (a
well-known URI defined in WS-Addressing) as given below:

<wsa:ReplyTo xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing”>
<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:
Address>

</wsa:ReplyTo>

The WCF CTP service uses the address provided in the <ReplyTo>
element to send the response message with the <CreateSequen-
ceResponse> element. Because the anonymous end-point ad-
dress provided here is used to indicate no response processing, no
CreateSequenceResponse reaches the client and hence a reliable
session can't be initiated. However, when a WCF CTP service has at
least one two-way operation defined, WLS 9.0 fills the <ReplyTo>
element of the CreateResponse message with the valid URI and
hence a reliable session can be initiated successfully.

Such problems are difficult to identify and can be found only
through careful troubleshooting and reading the information avail-
able in the product documentation and on the Internet.

Development Best Practices
The WS-*-based development is a complex activity because of

all of these issues. You can follow the best practices given below to

reduce the complexity to some extent.

1. Start implementing using only the basic Web Services specifica-
tion. If your Web Services aren’t interoperating at the basic level,
implementing WS-* specifications will only make the issues
harder to identify.

2. For basic Web Services specifications, always use WS-I's Ba-
sic Profile 1.0 or 1.1 guidelines. Most of vendors provide Basic
Profile-compliant products and have tested those products
comprehensively for interoperability. Hence, by following the
Basic Profile, you can easily avoid the issues that WS-I has already
addressed in the Basic Profile. You can verify if your Web Services
are following the Basic Profile by testing your WSDLs in WSDL
testing tools. There are many free tools, including those provided
by WS-, as well as commercial ones, available to test WSDL.

3.0nce your Web Services are interoperating with basic specifica-
tions and BP1.x, start implementing the required WS-* specifica-
tions one by one. If you implement all the required specifications

(e.g. WS-Security, WS-RM, and WS-AT) at the same time and
come across an issue, it would be difficult to identify the culprit.
4. Although this is a very common best practice that can be applied
to any scenario, I feel it’s important to mention here. Search on
the Internet for other findings and samples. As WS-* specifica-
tions haven’'t matured, the documentation for the available
products is either insufficient or incorrect in some areas. In such
a situation, it becomes important to learn from others’ experi-
ences. Look at the blogs of a vendor’s key employees involved in
interoperability, post into forums like ws-builders or soapbuild-
ers (described later), or just do a simple Web search. Many times,
you'll find someone who has already encountered the issue you're
facing and he or she can either help you or can tell you that the
problem can’t be addressed in the current version of a product.

Troubleshooting Best Practices
Most of the time you won't get successful interoperability in the

first try. You can follow the troubleshooting best practices given

below to identify the root cause of the issues you come across:
1. When a problem occurs, identify the step where the problem is
happening. The exact process followed to make a call from a Web
Service or a client to another Web Service may be different from
one product to the other, but the high-level steps remain the same:
a. Get the WSDL of the target Web Service that the client needs to
call

b.Generate a “stub” or “proxy” using various tools available in
Web Services toolkits or client development environments
(e.g., Add Service Reference in Visual Studio 2005).

c. Use the generated proxy in the client code to send messages (or
make calls) to the target Web Service.

The problem could exist in any of these steps. There could be
instances where the WSDL of a target service isn't compatible with
your client environment. The examples of such scenarios and their
solutions have already been explained.

When the problem exists in the proxy generation, you can look
into the output of the tool used for generating the proxy to find out
the exact error(s). If the error description doesn’t provide much
help, you can try other best practices described in the following
bullets.

1. When the problem happens in the messages exchanged, you
need to analyze the actual SOAP message exchanged to find the
problem and fix it. Many vendors provide tracing tools with their
products that generate traces of all messages exchanged be-
tween two communicating Web Services. For example, Microsoft
provides a TraceViewer tool with WCF that helps you easily view,
group, and filter traced messages. You can also use the tools that
provide traces for TCP packets such as the TCP Monitor provided
with Apache AXIS. To analyze the messages, you should have
adequate knowledge about the specification you're implement-
ing. You should know the different kinds of SOAP messages, their
structure as well as sequence, that get exchanged between the
two interacting components implementing that specification. For
example, to diagnose an issue in a WS-RM implementation, you
have to know the different types of messages that are exchanged
during a reliable session: CreateSquence, CreateSequenceRe-
sponse, Sequence, SequenceAcknowledgement, etc. as shown in
Figure 2. In this step too, if the message analysis doesn’t provide
much help, you can try other best practices described in the fol-
lowing bullets.
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2.Try implementing a WS-* specification between two Web Services

developed on the same product. Do this on both the products
you're trying to interoperate. If you're successful then take the
same configurations to implement the specification between

the Web Services developed on different products. By doing this
you can identify if the issue lies in a particular product or in the
general configuration of that specification. When both of these
options are ruled out, you can look for other interoperability-re-

To find out about future events, check the announcements at
community groups listed above.

Vendor’s Home Pages on Web Services Specifications

& Interoperability

Here’s a list of a few vendor Web pages that are dedicated to Web
Service specifications and interoperability

¢ Microsoft’s Web Services specifications page: Provides a compre-

lated issues.

3.When you can't identify the reason for an issue that exists while
implementing a WS-* specification between your application’s
Web Services, try implementing the specification between simple
“hello world” types of Web Services. This will help you separate
business logic-related problems from the specification’s configu-
ration-related problems. If that succeeds then apply the same
configurations to your application’s Web Services.

Web Services Interoperability Resources

There’s a huge amount of information available on Web Services
interoperability and WS-* specifications. I provide some selected
resources and brief descriptions here that I found useful.

Community Groups

* SOAP Builder Yahoo Group:
http://groups.yahoo.com/group/soapbuilders/
It's a community group to discuss cross-platform implemen-
tations and interoperability issues primarily about core Web
Services specifications. You'll find messages from employees of
key vendors such as BEA, IBM, and Microsoft who are involved
in building Web Services and SOAP-based products. You'll find
different types of messages: general discussions, announcements
of new events (such as Plug Fests), product versions and features,
and clarifications and solutions to problems that product con-
sumers have.

e WS-Builders Yahoo Group:
http://groups.yahoo.com/group/ws-builders/
It’s another community group similar to the SOAP Builders group,
but focused more on WS-* specifications.

SOAP Interoperability Labs & Plug Fests

As interoperability gains in importance, industry vendors are
getting together to make their products interoperate. Interoperabil-
ity labs are examples of industry’s effort towards interoperability.
In these events, many vendors get together to test their products
(application servers, Web Services frameworks, SOAP toolkits, etc.)
with the products of other vendors.

Microsoft hosts similar events called WCF Plug Fests. At these
events Microsoft invites all industry vendors to its campus for a
three- or four-day workshop, where vendors test their products
against WCE

You can get very useful information from such events that may
include interoperability scenarios descriptions, scenario testing
scripts, live end-points, and sample WSDLs. Here are links to get
information about the past events:

* WCF Plug Fest:
http://mssoapinterop.org/ilab/wcfinteroplab.htm

* SOAPBuilders Interoperability Lab Round 2 Home Page:
http://www.whitemesa.com/interop.htm

* SOAPBuilders Interoperability Lab Round 1 Home Page:
http://www.xmethods.net/ilab/

hensive list of all the Web Services specifications that Microsoft
supports in a logically structured Web Services protocol stack.
Here you can download actual specification documents, check
their status, and find white papers, and other resources about the
specifications.
http://msdn.microsoft.com/webservices/webservices/under-
standing/specs/default.aspx

MSDN page on Web Services interoperability:
http://msdn.microsoft.com/webservices/webservices/building/
interop/default.aspx

IBM’s Web Services specifications page: Like Microsoft’s page,
IBM’s page also provides a comprehensive list of all the Web
Service specifications that IBM supports in a clearly catego-
rized structure. Here too you can download actual specification
documents, check their status, and find white papers, and other
resources.
http://www-128.ibm.com/developerworks/webservices/stan-
dards/

BEA’s Web Services standards page:
http://dev2dev.bea.com/webservices/standards.html

Sun’s Web Services Interoperability Technology (WSIT) for Java
and .Net page:
http://java.sun.com/webservices/interop/index.jsp

Summary

Web Services have evolved over the past few years and their

support is now considered part of the core platform of most
SOA-based solutions. With this evolution, industry is coming up
with new specifications to support advance requirements like
security, reliability, and transactions. These specifications are
commonly referred as WS-* specifications and are relatively new
compared to basic Web Services specification such as WSDL, and
UDDI. The products providing support for the WS-* specifica-
tions haven’t matured adequately. As a result, achieving interop-
erability using them is relatively difficult. However, if you select
the products after a detailed analysis about the specifications
they support and you follow the guidelines listed in this article,
you can achieve an interoperable implementation in much less
time.
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~ dropping tables on the design pane and
; " T _qragging relationship links between

WA them. Even duplicate exist-
r . ing structures in diverse
{ Il" database types. Do data

| |

differently! Download
DatabaseSpy™ 2007
today: www.altova.com



BEST PRACTICES

4{ WRITTEN BY DAN FOODY

»2 The world would be a better place if everyone would just do
the right thing. Unfortunately, doing the right thing is often
easier said than done. Especially in business ideas that seem to

have the most promise can actually yield the worst results.

be tricky because these practices don’t always relate to real-

world situations or business models. Ideas that look good on
paper are often not so good in practice. In fact, they may turn out to
be “worst practices.” Learning from mistakes is a valuable exercise;
however, the learning process is even better when someone else
makes the mistake.

For example, applying SOA “best practices” to a business can

In the following article, you will learn some of the most common
mistakes that IT teams make as they begin a SOA deployment pro-
cess. With any luck, this insight will teach you what not to do as you
begin to implement your own SOA. This way, you can be assured
that your organization is on the path to success.

Rip and Replace

Migrating an entire system to SOA in the short term is a recipe
for disaster. Theoretically, it may seem like a good idea to jump
right into a SOA implementation, ripping out and replacing all ex-
isting systems at once. SOA technology is new, exciting, and hugely
beneficial, and it’s easy to get carried away.

However, SOA can be overwhelming when you try to wrap your
mind around it all in one sitting; especially when you begin imple-
mentating a massive project that involves thousands of compo-
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nents. The best way to sidestep this issue is to be selective. Start
with applications that are not working — migrating or rebuilding
these applications will deliver immediate benefits.

Doing too much too soon will overwhelm your IT team and lower
their level of confidence in the project. SOA gives you the oppor-
tunity to use a best-of-breed approach, as well as to leverage open
standards. A SOA implementation plan should cover migrating your
entire system to a SOA, but remember this process can take years.
Focusing on applications that aren’t working properly provides an
opportunity for immediate payoff while functioning applications
continue to deliver value.

The strategy of every organization should be to only undertake
tasks that add value to the organization as a whole. With this in
mind, make sure that your SOA strategy focuses on leveraging the
business processes that deliver the most benefits to the company.

Randomly Wrapping Services

Enterprises without a business strategy to dictate what services
to wrap and how they should be governed end up with security and
performance problems - both inside and outside the organization.
Businesses have undertaken practices known as wrapping services
to permit the flow of data from one source to another by allowing a
client to send complete SQL statements in a request to the accessed
data, such as a database. This protocol has left the relational data-
base susceptible to SQL injection attacks, where attackers bypass
the SQL statements defined by the Web server and input their own.

The IT team at one particular company faced this problem when
its Web server endeavored to use an anti-injection attack feature al-
ready present in its current security bundle. The feature was meant
to detect and sanitize SQL statements that were scripted to perform
only destructive operations such as “Drop” or “Delete.”

While utilizing the wrapping concept in a Web-based service ap-
proach isn’t a bad idea or dangerous in itself, the implementation
must be more specifically defined than in the previous example
where users can make “dumb” SQL requests. Wrapping services
demands a tightly coupled approach and a requestor that knows
the implementation details to make the SQL call.

Overall, this approach lacks a business context and makes the
database vulnerable to problems such as bad data input to SQL
statements and invalid or bad SQL statements. An IT team investing
time in manufacturing a Web-based wrapped SOA needs to disallow
the input of “dumb” requests by setting up rules that define who
has a right to request to the SQL database and in what situation
that’s appropriate. This requires that the user be authenticated
before being granted access. That prevents the database from giving
out information blindly and thwarts destructive requests without
having to resort to security software measures.

When communicating directly to the database, applications and
processes have too much authority. By offloading policy manage-
ment and governance, rules and policies are easier to manage. The
SQL injection problems can be solved by applying SOA and Web
Service standards. This approach helps to achieve reuse and inte-
gration goals quickly but must be part of an overall SOA strategy or
there could be problems on the application level.

Tweaking Standards

Organizations that modify standards — for instance, an open
language like SOAP - lose a lot of value. By splitting SOAP messages
into more than one part, such as using an envelope and a body,
applications that employ the standardized SOAP stack become

incompatible with those in the unorthodox configuration and this
creates a proprietary form of messaging.

By adding these proprietary “extensions,” the system limits
interoperability dramatically limiting the scope of the SOA effort
and drastically increasing the cost of operation. Because of the
proprietary nature of the SOAP stack, specific code must reside on
both sides of the communication and all applications and software
in use through the SOA must be customized. This also prevents the
use of developer tools, which are designed to work with standard
SOAP stacks, creating problems with versioning software that must
then be updated later for an ISV’s revised platform.

To combat this predicament, IT teams must design a SOA that
avoids too many components, thereby adding to the load. Using a
universal language and making sure that components are loosely
coupled is the best way to accomplish this objective. In this way,
appropriate information is able to reach its endpoint in significant-
ly fewer steps.

Poorly Designed Firewalls

Organizations that do not take the time to understand all the
interdependencies, as well as the potential business impact, of their
firewall will encounter communication problems that frustrate
customers and partners. The interoperability that SOA presents can
be easily stalled by the misapplication of firewall technology. It’s
easy when implementing an SOA to confuse the performance and
Ul requirements of a firewall with those of the SOA. This can lead
to arestriction on the data that the SOA seeks to make available to
consumers and partners.
When building an SOA be sure to consider the specific reasons
—based on business and IT objectives — for its implementation. It’s
also important to find a way to clearly communicate this strategy
to partners and customers. Finally, be aware that interoperability
is a requirement for SOA, but it doesn’t happen automatically. It’s
important to take into consideration all the interdependencies
between partners and customers, as well as any other business
impact, since these factors all have a bearing on your SOA.

Reconfiguring Existing Applications

On the surface, cloning and reconfiguring existing applications
may sound like a great way to reduce development costs and save
on maintenance. In reality, doing so can result in numerous issues
including replicating bugs, creating redundant infrastructure, and
testing nightmares.

Some common misconceptions about cloning apps are that
by doing so the organization will have more developers who are
familiar with a larger percentage of the applications and will lead
to the creation of simple architecture and make it easy to plan and
compute future costs. What ends up happening is quite the op-
posite. For instance, if there’s a bug in the core code, it will end up
being replicated. If the code is altered when you clone an applica-
tion and then customize it, often there’s no history of the alterations
in the code. Therefore, before a team can fix problems, it needs to
spend time determining what caused the problem in the first place.
Finally, by embedding rules or policies as code into the application
rather than abstracting them, you can add to the level of redun-
dancy and make changes even more difficult to make.

There are ways to reduce your maintenance and development
costs that don’t involve reconfiguring existing applications. For
example, you can distill a small set of core applications from hun-
dreds of duplication applications. You can then use those reusable
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| once heard someone give a keynote at a conference
and tout the fact that his organization had 300 services
and anticipated having 1,000 hy the end of the year. That's
not a measure of success: it’s a train wreck in the making

services across applications and business processes, achieving
greater operating efficiency and lower maintenance costs.

The beauty of an SOA is that it enables you to construct new
business solutions faster than by cloning applications. That means
you can spend more time customizing solutions for each of your
customers, while leveraging your core set of services.

Sharing WSDLs

When implementing an SOA, you need to set clear guidelines
about how services can and should be reused. By not doing so, you
can open your organization up to serious security, privacy, and
compliance issues. In addition, you can end up missing a crucial
opportunity to show the measurable value of your SOA. Sharing
Web Services description languages (WSDLs) may leave your IT
department wondering whether the right departments are being
supported, whether the data is protected or encrypted, and what
the possible ramifications of a system failure are.

There’s a happy medium that would allow services to be reused and

guarantee that proper safeguards are in place. When implementing

a detailed process regarding the reuse of service you should:

e Identify who in your organization will be using the service.

e Implement proper security measures that ensure that your IT
policy is enforced and your business rules are applied.

e Put a mechanism in place that can help alert you to when a ser-
vice is being used by unauthorized users. That mechanism should
also be able to help determine whether there’s inappropriate use
of services.

e Set up management and runtime governance technology.

* Validate that the service is running as designed and meeting the
business objectives for which it was designed.

Don't fall into the trap of believing that sharing WSDLs is an in-
nocuous act. On the contrary, uncontrolled sharing can open your
services to countless individuals and put your data at risk.

Invoking External Schema Validation

While this may sound like added protection, invoking external
schema validation may actually leave the Web-based server more
vulnerable to attacks. It’s generally easy for a hacker to gauge the
external validation by monitoring the transaction response and
then set up a spoofed IP and change the location of the schema
check. The hacker can then initiate transactions with a dummy
schema and have it verified with a fake schema validation set up
at the spoofed IP address and cause legitimate transactions to
fail. While the information present in the server was protected by
the schema, business can still be gravely impacted by the wrong
hands.

With two simple steps, the schema developed for the SOA can be
safeguarded. First, provide the schema to partners directly since

anyone attempting a hack would not have access to direct contact
with your partners. Then put a schema validation on an internal
table that’s secured by traditional perimeter defenses and end-
point security. This will prevent anyone from being able to track
the responses through the transactions and keep the data flowing
between only you and your business partners.

Judging Success by the Number of Services

Many organizations mistakenly associate the number of services
they have with the success of their SOA. In fact, it’s actually the op-
posite. Since one of the primary business benefits of SOA is reuse
of services, a high number of services can be a prime indicator that
your SOA isn't successful. The more services your organization has,
the greater the likelihood that most of those services aren’t being
used.

When one organization researched the value of its SOA initia-
tive, it learned that it had 25 services in production. However, out
of those 25 services, only five were being used by other applications
and other business lines. Most of the services were only being used
as individual applications. I once heard someone give a keynote at a
conference and tout the fact that his organization had 300 services
and anticipated having 1,000 by the end of the year. That’s not a
measure of success; it’s a train wreck in the making.

Not only is reuse a key benefit of SOA, it’s also a useful tool for
organizations looking to quantify the business value of their SOAs.
By looking at reuse, you can determine how many times a service is
being used, how many processes it’s supporting, and the number of
items being reused. You can use that data to calculate the costs sav-
ings for each instance of reuse, such as the saved architecture and
design time and the saved development time.

Conclusion

It’s easy to be overwhelmed when embarking on an SOA initia-
tive. While there are pitfalls to be aware of, it's important to focus on
the positive business and IT benefits a SOA can have for your orga-
nization. Being aware of the “worst practices” to avoid can help you
create an environment where doing the right thing is easy. These
worst practices can help you create a blueprint for the processes
necessary to make your SOA initiative a success.
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intensive, one-day hands-on training program that will teach
Web developers and designers how to build high-quality
AJAX applications from beginning to end. The AJAX

Developer Bootcamp is intended to be the premier AJAX

instructional program presently available anywhere.

What You Will Learn...

Overview of AJAX Technologies
— HTML vs. DHTML
— Network Concerns

— Asynchronous Conversations with Web servers

‘g

el

AJAXWorld University’'s “AJAX Developer Bootcamp” is an

ONE-DAY
HANDS-ON

. * INTENSE
e TRAINING!

AJAXWORLD
BOOTCAMP

www.AJAXBOOTCAMP.sys-con.com

Roosevelt Hotel
New York, NY
March 18, 2007

Roosevelt Hotel
New York, NY
January 22, 2007

What Attendees Are Saying...

&6 The trainer was excellent.
The material too!

Hand-0n Development The Fundamentals:
Building the Framing for an Ajax Application — Create a tabbed layout

— Review the courseware code with the Instructor — Create a submission form to upload to the server,
— Begin building a working AJAX appllcatlcn and start all without reloading the page

— Work on server side communications in the background

— The characteristics of high-quality AJAX
The Web page is the appl\catlun
What the server provides
User interaction

Understanding AJAX through the basics of AJAX

— Asynchronous server communication
— Dynamic HTML,
— Javascript Design patterns

— User interface strategies for building elegant,
highly addictive Web sites and applications

— The Essential AJAX Pieces
Javascript
Cascading Style Sheet (CSS)
Document Object Model (DOM)
XMLHttpRequestObject

— The AJAX Application with Javascript

- Using CSS

- Structuring the View Using the DOM
Applying Styles with Javascript
Communicating with the Web Server
in the Background
Designing AJAX Applications
Design Patterns

~ Introduction to AJAX Frameworks-
Dojo, script.aculo.us, Prototype
Over of framework capabilities

— Examples of frameworks in use

— Best Practices

applying and ducedin - Create an Ajax submission form that will take uploads
class on one tab.

— Create the basic AJAX application by creating HTML, - Created a form validation that ensures only the right
Javascript, and CSS files information is submitted.

— Learn Best Practices and Validation — More Stretch work for those who want to learn

— Learn and add script.aculo.us effects additional concepts

— Learn and add the Dojo Framework

&6 The hands-on, although long,
was useful and educational!

&6 The instructor was good. He
answered questions thoroughly!

Advanced AJAX Concepts

— Review Ajax Concepts

— SOA and Mashups

— Current state of Ajax Frameworks

Adding Basic Ajax Capabilities to a Web Page:
Going Deep Into the AJAX User Experience
— Elements on the Rich Internet Experience

Interactivi — Web 2.0 and the Global SOA - -
Foice - G 66 Well designed and organized.
implicity — Design Patterns

Good mix of lecture vs lots of

Recognizable Metaphors — Javascript Timers

Preservation of the Browser Model Bookmarks/Back — Ajax Programming Patterns
Button — Performance and Throttling hands-o”-’
— Background operations
— Building a AJAX Notification Framework
— Provenance and Relevance Hands-On Development: - R 3

— Rich Experience Support with Third-Party AJAX
Client - Framework

— Using AJAX layouts, containers, and widgets

— Patterns for Animation and Highlighting

— User Productivity Techniques

— Tracking Outstanding Network Requests

Working with Advanced Ajax Capabilities

— Review the courseware code with the Instructor

— Work with the Accordion control

— Learn how to use the Tree control

— Explore Dojo’s animation capabilities

— Explore how the debug output can be used in '
<div> elements

— Tour Dojo and RICO demos

— Experiment with new Dojo features from the Dojo demos
source code and attempt to add them to various parts of

Hands-On Development:

Expand the Application with more Advanced Ajax
— Review the courseware code with the Instructor
— Expand the Mural Application the Mural application

— Add Features using Dojo — Overview of Future of AJAX and Rich Internet
— Add specific Dojo Libraries to support Ajax widgets Applications

e

*ALL RELEVANT COURSE MATERIALS WILL BE OFFERED ON DVD AFTER THE EVENT
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C/C++ FUNCTIONALITY

osing

C Apps

as Web Services

4{ WRITTEN BY MOHIT CHAWLA AND VIJAYA BHASKAR PEDDINTI

AN

»2 Most companies, especially from the banking domain, de-
velop a large amount of their software in C/C++, and generally,
they are not interested in redeveloping the code in any other
new generation language, such as .NET or Java, due to cost and
performance reasons. One well known advantage [1] to sticking
with the C++ legacy application is performance. Most scientific
applications are intentionally developed in C++ for the same
reason. But then, integration of this existing functionality with
the new application is a big issue. The solution to this problem
is incubating service orientation into the application architec-
ture and accessing the legacy code by exposing it as a service,
based on open standards so that it can be used across various

platforms.

ture (SOA) is Web Services; it provides a strong foundation

for software interoperability through open standards such
as Simple Object Access Protocol (SOAP), Web Services Description
Language (WSDL), eXtensible Markup Language (XML), etc. Web ser-
vices can be readily used for leveraging legacy code which can then be
seamlessly integrated with any application across platforms, allowing
portability and reusability. Exposing the current legacy code as aWeb
service enables us to take advantage of the performance of the existing
legacy application while working with modern-age technology.

One of the ways of implementing Service Orientated Architec-

Tools/Frameworks

There are various tools/frameworks available, both open source
and proprietary, through which we can create and deploy Web
services written in C++. They also allow exposing existing application
functionality written in C++ as a Web service. Some of the tools in
this domain are listed below:
* gSOAP [2]
¢ Apache Axis C++ [3],
* Rouge Wave’s LEIF [4]
¢ Systinet server for C++ [5]

Of these, gSOAP and Axis C++ are the open source tools, while
LEIF and Systinet Server for C++ are proprietary tools. We have used
gSOAP for exposing legacy code as a Web service, which I explain
later in this article.
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gSOAP
GSOAP tool is an implementation of a SOAP protocol using C/

C++ language, which helps in the development of SOAP Web servic-

es and client side development in C/C++. It provides a C/C++ SOAP

API that hides SOAP-specific details from the user which eases the

development of a service/client. The gSOAP compiler maps C/C++

data types to equivalent XML data types and vice-versa, hence,
providing full interoperability.
The gSOAP package includes pre-build tools [6]:

* WSDL/schema parser tool (wsdl2h.exe): Imports one or more
WSDL files and XML schemas to generate a header file with the
service prototypes and the data types used.

* Stub/skeleton compiler (soapcpp2.exe): Using a header file, it gen-
erates (de)serialize routines for data types, stub and skeleton code.
This tool will generate either client-stub or server-skeleton or both.
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Figure 1: Creating the Web service using gSOAP

There are two ways to create and deploy a Web Service, as shown
in Figure 1:
* A top down approach where you start with a WSDL.
* A bottom up approach where you start by writing a web service.

With a WSDL

This approach is mostly used whenever a client wants to use an
existing Web service or if a user starts by writing a WSDL file. AWSDL
file consists of the descriptions of all service methods, in terms of
data types used, their inputs and outputs, their location, namespaces
used, etc. These descriptions in the WSDL file have to be C/C++
equivalent, so as to use/implement the Web services, i.e., “wsdl to
header file” conversion is required. In order to generate a WSDL
equivalent C/C++ header file, gSOAP provides a WSDL2H tool.

As explained earlier, a wsdI2h.exe is used to convert the .wsdl file to
aheader file, consisting of C/C++ equivalent data type mapping and
function prototypes. Then this header file should be processed using the
soapcpp2 stub/skeleton tool. This creates C/C++ source files that provide
(de)serialize functions for the data types, stub and skeleton routines.

Using pre-build tools:

e wsdl2h -o out.h inputfile.wsdl
e soapcpp2 out.h

the wsdl2h command generates out.h from inputfile.wsdl. The
header file is then processed by the gSOAP compiler to generate the
stubs and skeletons as explained in the next section.

By Writing a Web Service

Create a header file, say “service.h.” The SOAP service methods
are declared in the header file as function prototypes. Then the
header file should be processed by the soapcpp2 stub/skeleton
compiler tool in order to generate the stubs and skeletons. This can
be achieved by:

Soapcpp2 service.h
(Or)
Soapcpp2 -c service.h (to generate the code using pure C)

The compiler generates stub and skeleton routines for the func-
tion prototypes in service.h. The generated stub routines allow
C/C++ client applications to interact with existing Web services. The
skeleton routines are generated for each of the service methods in
the header file which can be readily used to implement one or more
of the service methods as a new SOAP Web service. The Stub/Skel-
eton code takes care of insertion and extraction of SOAP-XML mes-
sages and also provides the (de)marshal of the data types between
clients and servers.

An Example to Demonstrate How a Report Generator
Developed in C Can be Exposed as a Web Service

GenerateReport method, which is being published as a Web ser-
vice, takes templateName as an argument, which is an XML Template
file based on which the actual report is generated. This function will
return the path of the report (file location on the server).

Writing a Function Prototype
The service function prototype has to be in the following syntax:

int [namespace prefix__] methodname ([input param list], output param);

The following are observations based on the syntax:

¢ The namespace prefix to a method is optional.

¢ The parameter list can have zero or more input parameters but a
mandatory output parameter (a pointer that holds the output value).

* Service methods always return integer values upon success
(SOAP_OK else error constant).

The Listing below shows the service method signature and usage of
the directive “//gsoap”. These directives are used to set the properties
of a service. The directive below specifies the location of the service:

FEAEP B Pervices locardssr bewp flnenllege: B0/ Rapere S arvi on

aint Beport_ gecersselspors char "ceepplacefisss, char ""resalt )

Ry mi—sm Pyt

Figure 2: Processing with gSoap Stub and Skeleton Compiler
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Weh Services provites a strong foundation for software
interoperahility through open standards such as Simple
Object Access Protocol (SOAP), Weh Services Description
Language (WSDL), eKtensible Markup Language (XML, etc.

Now save the file and name it Report.h
Execute the soapcpp2.exe with the header file shown below:

Soapcpp2 -c Report.h (option -c is used for generating the files in pure )

On successful execution, the compiler generates the following files:

e soapH.h: Has the function prototypes for the functions defined in
soapC.c.

e Report.wsdl: Has the services descriptions. This file is published,
so that client applications can use these remote service methods.

e Report.nsmap: Provides namespace mapping table which is
required to enable SOAP applications to validate the content
of SOAP messages. This table is used at runtime to resolve
namespace bindings and (de)serialize routines in order to vali-
date the service request/responses.

 soapStub.h: Has the function prototypes of the soap wrapper
methods, soap service dispatcher methods, and modified data
types generated by the compiler.

 soapC.c: Contains the (de)serialization routine for the data types
used by the service routines and also routines for generating
SOAP-XML related code.

 soapClient.c: Has the functionality that creates the XML output
with the header and the XML representation of the structure with
the parameters of the function. This is responsible for sending
and receiving the XML request and response messaging. Waits
on the result and populates the result struct (output holding data
type) with the elements of the received XML.

* soapServer.c: Provides lookup of service methods, dispatches a
request to the appropriate service method, and ensembles the
required input parameters from the received XML message and
areference to the output. On execution of the service, the output
is populated, which is then serialized and an XML message is cre-
ated and sent back to the client.

Server Side Implementation

Listing 1 shows the service method implementation. The service
method must be implemented in the server side application and
the type signature of the method must be identical to the remote
method specified in the header file (soapStub.h) shown below:

int Report__generateReport( struct soap[8] *soap, char *templateName,
char **outputFilePath);

The service function uses three SOAP API functions soap_init,

soap_serve and soap_receiver_fault.

* Soap_init method: Initializes the soap runtime environment.

* Soap_serve method: Acts as a service dispatcher. It listens to cli-
ent requests and invokes the appropriate service method through
a skeleton routine. After the request is served, the response is
encoded in SOAP and sent to the client.

* Soap_receiver_fault: Sets the fault string and fault details in
the current runtime environment. Every remote method imple-

mented in a SOAP service returns an error code as a return value.
SOAP_OK denotes success and others denote an exception. A
receiver error indicates that the service can’'t handle the request,
but can possibly recover from the error. To return an unrecover-
able error, use the function soap_sender_fault.

Client Side Implementation
The client side implementation that uses the service can be done

in any language, i.e., JAVA/C/.NET. Listing 2 shows how a C-Client

uses the service. A client requests a service through the client stub
routines(soap_call_Report_generateReport) generated by the stub

compiler (see Figure 2).

The client code introduces us to few more SOAP related functions,
namely, soap_call_* methods, soap_print_fault, soap_end, soap_done:

¢ Soap_call_* methods: The method names would be of the form:
int soap_call_[namespace]_methodname(struct soap*,char*URL,
char*action,parameters..)

— struct soap: Stores the soap runtime environment.

— URL: Specifies where the service is deployed. The service location
is specified as http://...../mod_gsoap.dll?servicename. The mod_
gsoap allows gsoap shared libraries to be plugged into HTTP Serv-
ers. It will dynamically load the required gsoap servers at runtime.
— Action: Secifies the SOAP Action. For each remote method
declared, a client stub routine(soap_call_method) is gener-
ated. These routines are generated by stub/skeleton compiler.
These functions act as wrappers and modify the parameters

to and from the request/response message data structures,
(de)serializes, and validates the data before sending and after
receiving the result.

e soap_print_fault: During the processing of a request, if an excep-
tion is generated, then the appropriate error number is assigned
to the current runtime environment. This method is used to print
a descriptive message for the corresponding error to a specified
stream (standard output or a custom file).

¢ soap_end: This method internally calls the soap_free method
which cleans up temporary and (de)serialized data created in the
current runtime environment. This has to be used at the end of a
transaction/messaging.

* Soap_done: This function cleanly terminates a gsoap runtime
environment, detaches callbacks registered to, and closes any
sockets connection opened for message exchange. This has to be
the last funtion called, as it detaches the soap struct attached to
the runtime environment.

Performance

The SOAP/XML services performance is highly driven by XML-
Native Data type mapping, XML (de)encoding, XML Call Latency;,
floating point data type handling. gSOAP preprocessor translates XML
directly into application data and vice versa. It uses an optimized two
phase serializing algorithm [8] which reduces the runtime checking
of object/pointer references. This, in turn, improves the latency/
roundtrip messages achieved per second. Looking at the performance
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The introduction of Web services and the advantages offered
using gSOAP has made the migration of complex C/C++ business
and scientific applications to a Web-based environment easier. Web
service standards such as SOAP, Representational State Transfer
(REST), and XML-RPC facilitate integration of such legacy applica-
tions over the Internet. SOAP/XML is a mechanism to integrate
existing C/C++ programs with other client-side technologies. This
article provides insight on how to expose an existing C/C++ func-
tionality as a Web service using the open source gSOAP Library. ll
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Keep to the Original Intent of SOA

Best-of-breed versus proprietary approaches

4{ WRITTEN BY DAVID BESEMER

»2 The original inspiration for Service-Oriented Architecture (SOA) was vendor neu-

trality and interoperability among best-of-breed technology components, comprising

a cohesive system that is flexible and adaptable enough to meet ever-changing en-

terprise demands. Yet, recent news from well-regarded SOA technology vendors might

lead one to believe SOA is heading in the opposite direction, toward a multi-faceted

yet proprietary solution from a single source provider. What should enterprises

consider as they plan SOAs, or do if their SOA implementations are already underway?

This article reviews the best-of-breed versus proprietary approaches, and draws con-

clusions based on the original intentions for SOA.

OA is used to provide standardized
S interfaces between enterprise sys-

tems so that one application can eas-
ily utilize the services (data or process logic)
of another. SOA promotes interoperability
and reuse of information assets, enabling IT
professionals to build and change applica-
tions faster in order to keep up with rapidly
changing business demands. But how
exactly do you achieve an SOA to reap all of
its promised benefits? There are a myriad of
solutions and approaches available to help
companies with their SOA implementa-
tions.

Let’s first look at the proprietary ap-
proach whereby you obtain all the SOA
pieces from one vendor. These pieces
include the data services layer, the transac-
tion services layer, the business process
management (BPM) layer, and a services
registry. The relative importance of each
piece may be debatable, but many people
will agree that these are undoubtedly four
of the main pieces. IBM might be the only
vendor in the market that can legitimately
claim to offer all these capabilities, with
perhaps one or two other vendors having
credible claims to such a wide offering.

The advantage of a proprietary approach
is guaranteed compatibility among all the
components. The disadvantage is that each

component may not be the best available
in the industry, as each piece may have
inferior functionality to other solutions
provided by other vendors that specialize in
a specific piece of SOA.

At the other end of the spectrum is the
best-of-breed approach by which you can
pick and choose the best products in the
market place for the function required.
These solutions can come from established
vendors or from startups. If a suitable
solution is not available, you can choose
to develop the required software in house.
Companies can choose from a wide range
of available products for data services,
transaction services, business process
management, and registry. The advantage
of this approach is that you can pick the
best available technology designed to meet
your specific needs. The downside is that
you run the risk that the parts may not work
together. But, as we'll see, if SOA lives up to
its promises, this is actually not a concern.

The foundation of SOA is interoperabil-
ity. This allows companies to leverage their
existing assets, and permits them to plug in
best-of-breed products as needed to sup-
port their businesses. They are no longer
forced to sunset a perfectly useful system
just because the technology is “outdated”
nor to implement an entire suite of prod-

ucts for only one particular module. The
value of this is fairly straightforward, but
one of the benefits that stands out is that
now business requirements drive IT and are
no longer encumbered by it.

In a typical IT environment, you have a
mixed set of tools and systems. You might
develop web-based applications using IBM,
BEA, or even open-source products like
JBoss. You may also have tried-and-true
systems like SAP and Oracle E-Business
Suite running your back office. Merger and
acquisition activities may bring numerous
other disparate systems into your IT envi-
ronment. The need for systems to talk to
each other, or use data that resides within
another system, plus combine informa-
tion from these various systems to execute
business processes that lead to effective
business decision making, is at the heart of
the need for an SOA. SOA promotes (if not
assumes) mixed technology from multiple
vendors and in-house developers interact-
ing through agreed standards.

Could we realistically expect one vendor
to provide all the needs for SOA? We de-
scribed four major components for an SOA
earlier. In addition, there are numerous
supporting pieces that are pertinent to the
architecture, a list that is likely to expand
in the future. SOA is simply too big of an
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initiative to be fully addressed by a single
vendor. Even if we look at examples of a
single vendor addressing a large need for
its customers, we see that it cannot provide
everything. For example, SAP is often cited
as the single-source vendor for back-office
management. However, loyal SAP users
will admit that the system handles finan-
cials and manufacturing operations very
well, but is less complete when it comes

to the areas of supply chain management
or customer relationship management, so
they will implement complementary best-
of-breed IT products. The customer is best
served if these products work well together.
The same is true of SOA.

There are many advantages to the best-
of-breed approach, other than the right tool
for the right job. With best-of-breed, by
definition, you get what you need. You do
not have to wait for any particular incum-
bent vendor to provide the functionality
that you need in the “next release.” Best-
of-breed is also a practical approach, in
that you only purchase what you need and
nothing more. Why spend beyond your
budget on tools and functionality that you
don’t need because it is included in an
“enterprise deal”? You may believe that

you have a toolset that will allow you to
meet your needs for the future, but, as you
proceed in your SOA implementation, you
discover unanticipated needs not covered
in the “one-size-fits-all” tool set. If done
correctly, the best-of-breed approach allows
you to grow and evolve with your changing
IT environment.

Let’s take a closer look at an example of a
best-of-breed component of SOA and how
it can grow and evolve within an IT environ-
ment. One of the critical pieces of SOA is
a data services layer. Data services access
and combine information from existing sys-
tems and deliver the data as SOA services.
These services are used in applications that
require data from across the enterprise.
Every SOA needs a data services layer to
abstract the complexity and location of
enterprise data, making the data more
available and reusable. You can start by
allowing the data services layer to abstract
only a few of your existing systems, and, as
you add more systems to your environment,
the data services layer expands to tap into
those systems as well.

SOA is not just about technology. SOA
implementations also need to take into
account the people and process realities

involved in the IT environment. A couple
of things to consider are the ease of use
of the technology and whether the tools
leverage knowledge already in house. A
tool that has all the features in the world
but is not easy to use would be impracti-
cal because it would never be used, so
promised benefits would never see the
light of day. Introducing a technology that
requires developers and users to learn it
from scratch also faces resistance, so, in
choosing the best-of-breed component,
you should consider if it’s the best fit for
your people and processes.

Companies will go about their SOA
implementations in a way that best fits their
current IT environment. There are advan-
tages to a proprietary approach, but there
are far more advantages to a best-of-breed
approach. Best-of-breed not only provides
the right tool for the specific job, it allows
growth as the SOA expands and adapts to
changing business needs. Therefore, the
best-of-breed approach is the most practi-
cal approach to SOA, and provides the most
flexibility. [l
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Is It Done Yet?

Three steps to checking in your code with confidence

4{ WRITTEN BY DR. ADAM KOLAWA

»3 It's difficult to determine how much time to spend reviewing and testing your
code before checking it in to the team’s shared code base. On the one hand, you want
to complete and check in code as rapidly as possible so you can meet deadlines and
move on to developing new code or getting started on other projects. After all, you

went into software development to develop, not to test.

et, if you move too fast, you might
Yend up checking in code that causes
bugs—immediately upon integra-
tion, or later on when the code is reused,
extended, or maintained. In that case, any
time that you originally saved by check-
ing in the code prematurely is significantly
outweighed by the time you need to spend
diagnosing the problem, correcting the re-
sponsible code (and possibly code that has
been layered upon that code), and verifying
the correction— not to mention the hassle
of having to interrupt whatever you're cur-
rently working on and return to something
you previously wrote off as “done” and
forgot about.
This article explains three steps you can
take to significantly reduce the risk that
code will come back to haunt you after you
check it in:
1.As you write code, comply with best
development rules to prevent reliability,
security, performance, and maintainabil-
ity problems in the code.
2.Immediately after each piece of code is
completed or modified, use unit-level re-
liability testing to ensure that it’s reliable
and secure.
3.Immediately after each piece of code is
completed or modified, use unit-level
functional testing to verify that it’s imple-
mented correctly and functions properly.

All three steps can be automated with
commercial and/or open source tools
so you can gain their benefit without
disrupting your development efforts or
adding overhead to your already hectic
schedule.

Step 1: Comply with development rules to improve code reliability,

security, performance, and maintainability of the code

The first step in determining if your code is done is to ensure that it complies with
applicable development rules as you write it. Many developers think that comply-
ing with development rules involves just beautifying code. However, there is actually
a wealth of available development rules available for every modern development
language that have been proven to improve code robustness, security, performance,
and maintainability. In addition, each team’s experienced developers have typically
developed their own (often informal) rules that codify the application-specific lessons
they've learned over the course of the project.

Even if your team is not already following a set of formal or informal development
rules, we strongly recommend that you make rule compliance a team effort. If you
are the only developer on the team following the rules, your code will undoubt-
edly improve. But if all your team members aren’t on the same page, dangerous
code could still enter the code base, and your own efforts might conflict with (or be
overwritten by) those of your teammates. Having a development team inconsis-
tently apply software development standards and best practices as it implements
code is like having a team of electricians wire a new building’s electrical system with
multiple voltages and incompatible outlets. In both cases, the team members’ work
will interact to form a single system. Consequently, any hazards, problems, or even
quirks introduced by one “free spirit” team member who ignores the applicable
guidelines and best practices can make the entire system unsafe, unreliable, or dif-
ficult to maintain and upgrade.

Why bother?

The key benefits of complying with applicable development rules are:

It cuts development time and cost by reducing the number of problems that
need to be identified, diagnosed, and corrected later in the process.
Complying with meaningful development rules prevents serious functionality,
security, and performance problems. Each defect that is prevented by complying with
development rules means one less defect that the team needs to identify, diagnose,
correct, and recheck later in the development process (when it’s exponentially more
time-consuming, difficult, and costly to do so). Or, if testing does not expose every
defect, each prevented defect could mean one less defect that will impact the re-
leased/deployed application. On average, one defect is introduced for each ten lines
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of code (A. Ricadela, “The State of Software”, InformationWeek,
May 2001) and over half of a project’s defects can be prevented
by complying with development rules (R.G. Dromey, “Software
Quality — Prevention Versus Cure”, Software Quality Institute,
April 2003). Do the math for a typical program with millions of
lines of code, and it’s clear that preventing errors with devel-
opment rules can save a significant amount of resources. And
considering that it takes only 3 to 4 defects per 1,000 lines of code
to affect the application’s reliability (A. Ricadela, “The State of
Software”, InformationWeek, May 2001), it’s clear that ignoring
the defects is not an option.

It makes code easier to understand, maintain, and reuse

Different developers naturally write code in different styles.
Code with stylistic quirks and undocumented assumptions
probably makes perfect sense to the developer as he’s writing it,
but may confuse other developers who later modify or reuse that
code—or even the same developer, when his original intentions
are no longer fresh in his mind. When all team members write
code in a standard manner, it’s easier for each developer to read
and understand code. This not only prevents the introduction of
errors during modifications and reuse, but also helps developers
work faster and reduces the learning curve for new team mem-
bers.

How do I do it?
Decide which development rules to comply with

First, as a team, review industry-standard development rules
for the language and technologies you are working with and
decide which ones are most applicable to your project and will
prevent the most common or serious defects. The rules imple-
mented by automated static analysis tools offer a convenient
place to start. If needed, you can supplement these rules with
the ones listed in books and articles by experts in the language or
technology you are working with.

Next, consider practices and conventions that are unique to

your organization, team, and project (for instance, an informal
list of lessons learned from past experiences). Do your most
experienced team developers have an informal list of lessons
learned from past experiences? Have you encountered a spe-
cific bug that can be abstracted into a rule so that the bug never
occurs in your code stream again? Are there explicit rules for
formatting or naming conventions that your team is expected to
comply with?

Configure all team tools to check the designated rules
consistently

To fully reap the potential benefits of complying with devel-
opment rules, the entire development team must check the
designated set of rules consistently. Consistency is required
because even a slight variation in tool settings among team
members could allow non-compliant code to enter the team’s
shared code base. Just one overlooked rule violation could cause
serious problems. For instance, assume that your team member
is not checking the same rules as everyone else, and consequent-
ly checks in code that does not comply with rules for closing
external resources. If your application keeps temporary files
open until it exits, normal testing—which can last a few minutes
or run overnight—won’t detect any problems. However, when
the deployed application runs for a month, you can end up with
enough temporary files to overflow your file system, and then
your application will crash.

Check and correct new/modified code as its written.

Study after study has shown that the earlier a problem is
found, the faster, easier, and cheaper it is to fix. That’s why the
best time to check whether code complies with development
rules is as soon as it’s written or updated. If you check whether
each piece of code complies with the designated development
rules immediately, while the code is still fresh in your mind, you
can then quickly resolve any problems found and add it to source
control with increased confidence.

Step 2: Use reliability testing to verify that each piece of code is reliable and secure

The next step toward reliable and secure code is to perform unit-
level reliability testing (also known as white-box testing or construc-
tion testing). This involves exercising each function/method as
thoroughly as possible and checking for unexpected exceptions.

Why bother?

If your unit testing only checks whether the unit functions as
expected, you can't predict what could happen when untested
paths are taken by well-meaning users exercising the applica-
tion in unanticipated ways—or taken by attackers trying to gain
control of your application or access to privileged data. It’s hardly
practical to try to identify and verify every possible user path
and input. However, it’s critical to identify the possible paths and
inputs that could cause unexpected exceptions because:

Unexpected exceptions can cause application crashes and
other serious runtime problems

If unexpected exceptions surface in the field, they could cause
instability, unexpected results, or crashes. In fact, Parasoft has
worked with many development teams who had trouble with
applications crashing for unknown reasons. Once these teams
started identifying and correcting the unexpected exceptions that
they previously overlooked, their applications stopped crashing.

Unexpected exceptions can open the door to security attacks

Many developers don'’t realize that unexpected exceptions can
also create significant security vulnerabilities. For instance, an
exception in login code could allow an attacker to completely
bypass the login procedure.
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Step 2: (continued)

How do I do it?
Design, implement, and execute reliability test cases.

To identify potential uncaught runtime exceptions in newly
added/modified code, you test each class’s methods with a large
number and range of potential inputs, then check whether un-
caught runtime exceptions are thrown.

Manually developing the required number, scope, and variety
of unit test cases that would expose exceptions is impractical.
Achieving the scope of coverage required for effective white-box

For example, in a typical 10,000 line program, there are approxi-
mately 100 million possible paths; manually generating input
that would exercise all of those paths is infeasible and practically
impossible.

When trying to expose exceptions, a tool that automatically
generates test cases is essential. If test design and generation is
automated, the only user intervention required is to review the
findings and address the reported exceptions.

testing mandates that a significant number of paths are executed.

Review and address all reported exceptions.

After the first test run completes, review the coverage. If any classes
received less than 75% coverage, we recommend that you customize the
automated test case generation settings (for instance, by modifying auto-
matically-generated stubs, adding realistic objects or stubs, or modifying
test generation settings) so that the automated test case generation can
cover a larger portion of that class during the next test run.

After you rerun the test, review all exceptions exposed by the tests,
then address them before proceeding. Each method should be able to
handle any valid input without throwing an exception. If code should
not throw an exception for a given input, the code should be correct-
ed. If the exception is expected or if the test inputs are not expected/
permissible, document those requirements in the code and tell the
tool that they are expected. This prevents most unit testing tools from
reporting these problems again in future test runs. Moreover, when
other developers who are extending or reusing the code see docu-
mentation that explains that the exception is expected behavior, they
will be less likely to misunderstand the code and introduce bugs.

Step 3: Use functional testing to verify that each piece of code is

implemented correctly and operates properly

Next, extend your reliability test cases to verify each unit’s functionality. The goal
of unit-level functional testing is to verify that each unit is implemented according to
specification before that unit is added to the team’s shared code base.

Why bother?

The key benefit of verifying functionality at the unit level is that it allows you to identify
and correct functionality problems as soon as they are introduced, reducing the number
of problems that need to be identified, diagnosed, and corrected later in the process.
Finding and fixing a unit-level functional error immediately after coding is easier, faster,
and from 10 to 100 times less costly than finding and fixing that same error later in the de-
velopment process. When you perform functional testing at the unit level, you can quickly
identify simple functionality problems, such as a “++” in a prefix notation substituted for
a“++” in postfix, because you are verifying the unit directly. If the same problem entered
the shared code base and became part of a multi-million line application, it might surface
only as strange behavior during application testing. Here, finding the problem’s cause
would be like searching for a needle in a haystack. Even worse, the problem might not be
exposed during application testing and remain in the released/deployed application.

How do I do it?
Add and execute more functional test cases as needed to fully verify
the specification

After you've worked through the exceptions reported by the automatically generated
test cases, check if the code you've written actually functions as desired. Functional
unit tests are meant to do just that. Without regard to internal function behavior, this
means specifying function inputs and checking if the output is as expected. Such tests
should be created based on the class API specification, or class use cases.

Functional tests can be written using whatever version of the xUnit framework is
appropriate for the language you are using (JUnit for Java, NUnit for .NET languages,
CppUnit for C++, etc.).

How do you know when you’ve completed sufficient functional testing on a piece of
code? When 1) you have developed a functional test suite that is rich enough to verify
that the specified functionality is implemented correctly and 2) the code passes that
test suite with no failures.

Can I Check It In Now?

Yes! Of course, there’s no guarantee that
if you follow these three steps before you
check in your code, you will never see an
annoying bug report again. But you will
notice that you eventually spend less time
finding and fixing bugs, which means fewer
interruptions, less “crunch time” at the
end of the project, and more time for more
challenging and interesting tasks such as
developing and implementing new tech-
nologies. The key to saving time in the long
run is to automate these steps as much as
possible so flushing errors out of your code
before check in can become an essential yet
unobtrusive part of your normal day-to-day
work.
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The world-beating Conference program will provide developers and IT managers alike
with comprehensive information and insight into the biggest paradigm shift in website design,
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BlueTie Launches Tieln — a Web Services Platform for Centralized
Management and Custom Development

(Rochester; N.Y.) — BlueTie, a provider of business e-mail and calendaring services, has
launched Tieln, a Web services platform that gives resellers the ability to manage all of their
customers in a single interface and develop new mash-ups. Tieln enables resellers to increase
service revenues while reducing the time and costs to provide these services — giving partners
an alternative to tedious Microsoft Exchange implementation and administration.

TieIn combines a Web-based Extranet — for centralized provisioning, private-labeling and
administration — with an XML-based Web services API that enables custom development

and mash-ups. These tools give partners the ability to instantly manage all of their custom-
ers and extend BlueTie in new ways. Tieln is immediately available to BlueTie’s 700 resellers
worldwide, as well as new partners. By private-labeling BlueTie services directly through Tieln,
partners can also strengthen their brand identity, increase customer satisfaction and generate
additional professional services revenues. www.bluetie.com

Xignite Web Services Powered McDonald’s Corporation ChipotleExchange.com
(San Mateo, CA) — Xignite, a pure-play provider of financial Web services for mission-critical
corporate applications, has announced that it delivered live stock market data to a custom
Website used to provide market information in connection with McDonald’s recent exchange
of its common stock for class Bcommon stock in Chipotle Mexican Grill.

The pricing mechanism for the transaction was based in part on calculation of “daily vol-
ume-weighted average price” (or VWAP) of McDonald’s common stock and Chipotle class A
common stock. Xignite’s VWAP web service was used to provide the VWAP data via a custom
website built and hosted by Xignite. www.Xignite.com

Solera Completes Acquisition of Insurance Web Services

Organization in the Netherlands

(San Ramon, CA) — ABZ, the Solera company operating in the Netherlands, has announced that

it has completed its acquisition of CATO. CATO operates the country’s leading Web portal that
enables efficient information exchange between insurance carriers, their corporate clients, and
government agencies. The acquisition enables ABZ to enter the medical information reporting seg-
ment, an emerging business segment in the Netherlands with significant global growth potential.
This is Solera’s first acquisition since the purchase of Audatex from ADP in April 2006. www.abz.nl

New Software AG Product Helps Customers Reduce the

Costs of System Maintenance and Reuse

(Reston, VA) — Software AG has announced a new tool that allows organizations to reduce their
IT system maintenance costs. In addition, Natural Engineer for Refactoring lets customers
analyze, restructure and streamline existing applications so they can be more easily incorpo-
rated into new Web-based applications - often as part of a Service-Oriented Architecture. The
initial release can modernize software applications written in Software AG’s own development
language Natural. This is a further step in the company’s focus on providing new value to
customers out of existing systems. In the future, Software AG will extend the scope of develop-
ment languages that can be analyzed and restructured, and provide cost savings and reuse
possibilities to a broader market. www.softwareag.com

Loomia Selects Mashery to Manage Developer Community

(San Francisco) — Mashery, a new company that helps online businesses build, promote, sup-
port and manage access to Web services and data, has announced that Loomia, an easy-to-use
online personalization service provider, has selected the Mashery ProMash Solution to man-
age its online developer community. San Francisco-based Loomia helps retailers and media
sites provide Amazon or Netflix style recommendations to their users driven by user behavior.
Loomia counts iFilm, Learn out Loud, and GigaVox Media among its client base. According

to market research firm Gartner, by the end of 2008, 75% of enterprise software providers

will have a Web-based, software-as-a-service delivery model that includes Web APIs to create
mashups. By 2010, Web mashups will be the dominant model for the creation of composite
enterprise applications. www.mashery.com www.loomia.com
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ThinkFree Develops Free Integration Tools

(San Francisco) — ThinkFree, Inc., developer of an online office productivity suite, has an-
nounced the launch of ThinkFree Viewers, free tools that allow Web services, such as Coil
(www.coil-os.com), a virtual office application for work processing, to add office productivity
functionality to their applications and Web sites. Viewers also provide Web users with an easy
way to view office documents on the Web or from their desktop without having to purchase
office suite applications. ThinkFree Online is a complete Internet-based office productivity
suite that blends the best of the Internet’s collaboration features with comprehensive Micro-
soft Office compatibility. ThinkFree provides easy integration of their tools for online creation,
collaboration and editing of Microsoft Office-format documents with other Web services like
Coil. The combination of ThinkFree and Coil brings together content creation services and a
work-processing platform for end-to-end office productivity. www.thinkfree.com

Intalio| BPMS Sets the Standard for BPM Performance

(Redwood City, CA) —Intalio, Inc., The Open Source BPMS Company, has announced the
completion of a new performance benchmark for Intalio|BPMS. Using the newlyreleased 4.3
version of its flagship BPM product, Intalio reached new levels of performance for the execu-
tion of BPEL processes. On a dual-CPU machine equipped with Intel Xeon processors and
2GB of RAM, the Intalio|BPMS executed over 3.5 million persistent processes in less than 24
hours. Persistence was offered by a single instance of the MySQL database engine deployed on
a separate server. When persistence was de-activated, over 17 million transient processes were
executed within the same 24-hour period. In a separate benchmark, Intalio demonstrated
that round-trip calls made to external Web Services through an embedded Enterprise Service
Bus (ESB) could be completed within less than 14 milliseconds. In yet another test, Intalio
demonstrated that Intalio|Server could run at maximum capacity during several days without
measurable decrease in transaction throughput. www.intalio.com

LogicLibrary Introduces SOA FastPath

(Pittsburgh) — LogicLibrary, a provider of design-time SOA governance and software reuse, has
introduced SOA FastPath. SOA FastPath leverages the knowledge and data that LogicLibrary
Professional Services has acquired over multiple years of guiding organizations with their
initial SOA deployments and the subsequent engagements that drove the maturation of these
deployments. Now enterprises can implement an “out-of-the box” SOA project without being
encumbered by configuring governance policies, user roles, and metadata. While organiza-
tions may realize the inherent value of SOA and the need for a design-time repository and
associated SOA governance, they often struggle with how to get started — what governance
processes to use, how and when to report to management, and the myriad of other details
that must be decided upon. To address these issues, LogicLibrary has created SOA FastPath.
Built upon Logidex coupled with pre-configured SOA Logidex templates, this product delivers
everything an enterprise needs for a successful design-time SOA governance strategy.
www.logiclibrary.com

New Xcalia Software Enables Cost Containment and Deployment Control
for Applications in SOA Environments

(Palo Alto, CA / Paris) — Xcalia, a provider of dynamic integration software, has announced

the availability of the Xcalia Intermediation Core (XIC) version 5.0. This new product enables
enterprises to build composite applications with the ability to decide at runtime the way
applications access data and service resources. XIC 5.0 also greatly reduces their overall SOA
infrastructure costs, and, meanwhile, improves control over how the business applications
are deployed and maintained. The “secret sauce” in XIC 5.0 is the ability for applications to
dynamically access the appropriate data or service resources at runtime — even in heteroge-
neous environments — based on the pre-determined cost analysis of resource deployment
options. The foundation for this new software infrastructure approach is “intermediation,” a
dynamic alternative to static integration. With this approach, Xcalia utilizes a patented infra-
structure layer that sits between applications and data, where all the business logic resides, so
that no code changes are required in the base applications. As a result, Xcalia’s intermediation
approach leapfrogs the performance and scalability of the XML integration approaches used
today. www.xcalia.com
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Fiorano Launches Component Gallery — Pioneering iTunes-Like
Experience in SOA Application Assembly

(Los Gatos, CA) — Fiorano Software Inc., a provider of business integration and middleware
solutions, has launched the first Component Gallery to speed the delivery of modular business
solutions in a world of distributed computing. The initial rollout of the gallery contains several
useful components including connectors to databases, files, sophisticated XSLT transformers,
HTTP sources, Web services, various flow components and middleware bridges. Experience
with multiple complex production deployments indicates that over 75% of most common
business processes can be deployed “out of the box,” without programmer intervention. Com-
ponents in the gallery use the JCA (Java Connector Architecture) and JMS (Java Message Ser-
vice) interfaces, allowing any programmer worldwide to contribute to the gallery. Fiorano has
a certification program in place to control the quality of released components. Components
in the gallery can be developed in a variety of supported languages, including Java, C, C++, C#
and all .NET languages including Visual Basic. www.fiorano.com

AdventNet Upgrades QEngine with Support for Geographically

Distributed Test Automation

(Pleasanton, CA) — AdventNet, Inc., a provider of affordable network and systems management
software for enterprises, equipment vendors, and service providers, has announced the release
of QEngine 6.6, a cost-effective, extensible and complete Web-based test automation tool for
functional, performance, Web services, and regression testing of Web applications/Web ser-
vices. The software helps QA professionals and test automation engineers to improve produc-
tivity and save significant time and resources, when compared to manual testing. QEngine is
an enterprise class software that provides a client/server architecture to test from any location
with just a browser and QEngine Toolbar installed at the client end. QEngine Server provides a
uniform and centralized Web-based console to all the users connected via a toolbar to create,
modify, schedule tests, analyze test results, and manage defects and issues thus enabling the
seamless transfer of knowledge and test case data. www.adventnet.com

Tidal Announces Intersperse 6.0 to Simplify Management and Analysis of
SOA Applications

(Palo Alto, CA) - Tidal Software, a provider of application scheduling and performance
management software, has announced the general availability of Tidal Intersperse 6.0, the
latest release of its comprehensive solution for monitoring and managing SOA solutions
based on Java and .NET. With Intersperse 6.0, Tidal Software brings to SOA performance
management detailed transaction tracing that can readily capture transaction flow inside
components, between tiers, and across application servers for end-to-end monitoring and
management in dynamic production environments. The release leverages detailed trans-
action tracing to build composite SLAs, enabling proactive performance management in
the business context — across the multiple applications and servers that are often involved
in composite SOA applications. Intersperse 6.0 delivers a readily customizable user inter-
face to provide a visual, role-based display of the wide range of information needed for
managing SOA deployments. With this release, Intersperse 6.0 now supports Tomcat and
SAP NetWeaver and offers expanded coverage for WebLogic, WebSphere, JBoss, and .NET.
www.tidalsoftware.com

webMethods Brings SOA Governance to the Mainstream

(Washington, DC) — webMethods, Inc., a business integration and optimization software
company, has unveiled two new offerings for service-oriented architecture (SOA) gover-
nance: webMethods Infravio X-Registry and webMethods Infravio X- Broker. Together, they
form the industry’s most comprehensive platform for addressing the entire SOA governance
lifecycle, spanning design-time, runtime, and change-time environments, from the unique
perspective of each user. Both webMethods Infravio X-Registry and webMethods Infravio
X-Broker will be maintained on an independent basis as best-in-class products for SOA
governance. They will also be offered as integrated components of the webMethods Fabric
product suite, beginning with version 7.0, which is scheduled to begin shipping this Decem-
ber. www.webmethods.com
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TIBCO to Resell Systinet Registry

(Palo Alto, CA) -TIBCO Software Inc has announced an agreement with Systinet, a division
of Mercury Interactive Corporation, to resell Systinet Registry as a component of TIBCO'’s
comprehensive service-oriented architecture (SOA) governance solutions. Governance is
a key requirement to help mitigate risk and effectively align business and IT environments
for a successful SOA implementation. TIBCO chose Systinet Registry because it provides

a simple, standards-based means for publishing and discovering reusable business assets
and offers enterprise organizations greater control and visibility into the services lifecycle.
www.tibco.com

Cape Clear Announces General Availability of Cape Clear BAM

(San Mateo, CA) — Cape Clear Software, ab Enterprise Service Bus (ESB) Platform provider

delivering on the promise of Service-Oriented Architecture (SOA), has announced the general

availability of Cape Clear Business Activity Monitoring (BAM) as an embedded product family
in Cape Clear 6.7’s ESB Platform. Cape Clear BAM is a solution that monitors real-time and
historical business performance across complex, heterogeneous environments through the
use of ESB and SOA technologies.

Cape Clear BAM is comprised of two products:

1. Cape Clear BAM - SOA Monitor — Allows IT operations, and application and service delivery
support to quickly assess application health, ensure SLA conformance, troubleshoot and
diagnose problems, analyze impacts and provide predictive monitoring to identify IT inci-
dents before they impact business operations.

2.Cape Clear BAM - Business Monitor — Provides business operations, process owners and
executives real-time access to business key performance indicators across a 360-degree
view of business processes, allowing improved responsiveness to business exceptions and
events.

www.capeclear.com

Envox Worldwide Introduces Envox CT Connect 7

(Westborough, MA) — Envox Worldwide, a provider of voice solutions, has announced the
availability of Envox CT Connect7, the latest version of the company’s standards-based CTI
software. Envox CT Connect 7 provides enhanced CTI capabilities for IP communication
networks and integration with platforms based on Web services or service-oriented archi-
tectures. Envox CT Connect 7, which makes it faster and easier to build solutions to improve
customer service and contact center operations, is helping to drive the transition from
proprietary systems to communications solutions based on open standards, such as SIP and
Web services. www.envox.com

Sony Ericsson Releases UIQ 3 Web Services Package

(Stockholm) - Sony Ericsson Developer World has released a complete package for Web
services development, enabling over-the-air access directly from your Sony Ericsson
mobile phone to Web server-based solutions by using the C++ or Java programming lan-
guages. Extending its support for Web services for the Java ME Platform to UIQ 3, Sony
Ericsson Developer World introduces a new development tutorial and sample code for
use together with the gSOAP open source toolkit. Web services have the power to offer
vast, revenue-generating opportunities to the mobile industry by giving mobile users
access to services like search engines, online auctions, bookstores, and gift shops as well
as online payment services. Web services for the UIQ 3 software platform also make it
easier to design sophisticated enterprise applications such as real-time mobile inventory
systems or online banking services. The industry trend toward convergence has resulted
in telecom operators looking to create value-added services that combine voice, video,
and data services over fixed and mobile networks. Sony Ericsson has focused its efforts
on removing the barriers to enter this highly lucrative market by enabling developers to
use existing application programming interfaces (APIs) on today’s phones to design not
just client-specific applications but also advanced server-based Web 2.0 solutions, with-
out worrying about interoperability between different platforms, networks, or service
models. www.sonyericsson.com
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ENTERPRISE ARCHITECTURE

Considering the SOA Reference Model

Part I - Business Grounds

4{ WRITTEN BY MICHAEL POULIN

»2 SOA RM: “..in SOA, services are the mechanism by which needs and capabilities

are brought together”

ecently OASIS voted the SOA
RReference Model (SOA RM) into a
standard. In spite of its high level
of abstraction, this model emphasizes the
business orientation of SOA. This two-
part article will elaborate on the business
aspects of the standard. Part 1 discusses one
of the possible business grounds for SOA
and design-for-changes uses cases. Part 2
will describe several technical design pillars
of SOA in light of the standard.

Business Agility

The SOA Reference Model (SOA RM)
is the first standard that shifts SOA from
a pure technical realm into the business
world; you can see it right away from the
SOA service description. You can wonder
what “needs” and “capabilities” means; why
an application in IT, which is considered to
be an SOA service, becomes a mechanism;
and, finally, where all the technical defini-
tions of interfaces, clients, providers, QoS
controls, etc., are. Don’t worry, they're all in
their places but now they have been repur-
posed toward business agility.

In particular, the SOA RM says: “the
central focus of service-oriented archi-
tecture is the task or business function
— getting something done.” That is, in SOA,
we're talking about a business function of
the organization rather than about isolated
business operations that implement the
function today. The function is something
the organization cannot exist without;
the organization business model is the
combination of such functions while the
actual implementation of the function is
the secondary category. Unfortunately, up
til now, the majority of IT applications fit
exactly into that category. Now SOA cre-
ates an opportunity for IT to become the
business partner and perform as a function
for its enterprise rather than just a support
provider.

The SOA RM states that an SOA service
operates in an “execution context,” which is
defined as a “set of technical and business
elements that form a path between those
with needs and those with capabilities.”
The standard expands the interpretation
of “those with needs” and “those with ca-
pabilities”; “those” are not only IT applica-
tions and operations, they are the busi-
ness elements as well, and, moreover, the
business elements are first. If IT looks at its
organization from the business perspective
(versus operational/procedural ones), it can
find that very few applications correspond
directly to the core business tasks; other ap-
plications support a lot of just-this-moment
operational requirements that were real
years ago. If you add runtime and proce-
dural application integration to this view, it
becomes easier to see why IT has difficul-
ties implementing and supporting frequent
business changes required by the modern
market.

Finally, when explaining how SOA differs
from other models, the SOA RM outlines
that it reflects business-motivating consid-
erations that are expressed “within service
descriptions and service interfaces.” This is
what SOA brings to the table the first time
because a service description in the form of
the service contract includes policies that
“may also express business-oriented poli-
cies — such as hours of business, return poli-
cies, and so on.” That is, some services in
SOA elevate to the level of business entities.
Now that it's more clear what “capabilities”
are, we are saying that an SOA service can
implement much more than the interface
“API”; it’s responsible for the functional
and non-functional aspects, many of which
might be invisible to the consumer though
the service interfaces. Nonetheless, the
invisible capabilities are just as important
to the service consumer as the visible ones,
because consumers now depend on the

honest behavior of the service outside of
the consumer’s control. For example, your
enterprise service engages a third-party ser-
vice to publish your results on the Internet.
Would you like to use that service if you find
that it doesn't filter porn ads and they get or
can get published with your data?

You are right, not every SOA service is
that complex and there are a lot of simple
and very useful services that IT can offer.
However, the power of SOA is in the services
that implement business services and, ac-
cordingly, get involved in the risks of real
business life. In this article, I will go a step
further and elaborate on how a business
may be decomposed into elements use-
ful for building SOA service applications,
and what the IT managers and architects
have to understand and deal with if they
really want to modernize IT to be agile in
business. That is, the article tries to posi-
tion SOA as a business-centric application
architecture driven by business (not by
technology) and organized in a way that is
oriented to support business changes, both
today and tomorrow.

Business Model Decomposition

Since the SOA RM standard attempts to
facilitate an enterprise technical archi-
tecture to mind real business functions, it
would be worth finding out what they are.
This way, one of the working assumptions
we make is that every organization oper-
ates on the basis of its business model. A
business model definition is still evolving;
in this article, we’ll use the one below:

A business model is “a conceptual tool
that contains a set of elements and their
relationships and allows expressing the
business logic of a specific firm. It is a de-
scription of the value a company offers to
one or several segments of customers and
of the architecture of the firm and its net-
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work of partners for creating, marketing,
and delivering this value and relationship
capital, to generate profitable and sustain-
able revenue streams.”

A business model also has instrumen-

tal and structural elements. For example,

distribution channels and revenue models

are instrumental elements while value con-
figurations (the configuration of activities
and resources) and core capabilities (the
capabilities and competencies necessary to
execute the company’s business model) are
structural elements. Talking about structural
elements of the business model, we can rec-
ognize Business Services and Business Pro-
cesses, the compositions of which constitute
core capabilities. Both Business Service and

Business Process have internal structures as

illustrated in Figure 1 and described below.
The functional organizational decom-

position of an enterprise model helps

in recognizing its Business Services and

Processes. Each Business Service is unique

in the organization but may formally be

described in the same way as other services.

In particular:

* The foundation of a Business Service is
data: The data becomes business data
when its business meaning is defined via
business metadata. A Business Service
specifies methods, activities and/or rules
that might be applied to manipulate
the business data. Business methods,
activities, and rules may be grouped for
cooperative execution in different sce-
narios. The latter have their own methods
and rules for composing data processing
activities; those compositions are usually
called business operations and work-
flows. The execution of data manipula-
tion methods, activities, and/or rules in
business scenarios produces results. The
results become business results when
corresponding business metadata is
defined. The Business Service frequently
includes a delivery mechanism of the re-
sults to the business consumers although
it is optional. (Other important elements
of a Business Service such as documenta-
tion and audit rules and procedures are
skipped here for the sake of simplicity.)

A Business Service consists of at least one
business unit of work, which encapsulates
some business data and data processing
activities. The entities of the data process-
ing activities are different heterogeneous
“things” representing additional data, appli-
cations, communication processes, human

activities, information containers (e.g., a
spreadsheet), and more. The business unit
of work defines how a particular business
task of the Business Service is implemented.
The implementation is not crucial for the
enterprise and is the subject of change
based on solution availability (including
technical ones) and market trends.

Business Service changes, in its core, are
infrequent and usually reflect industry and
corporate policies or corporate restructur-
ing. Instead, the Business Service may be
extended or split into several new Business
Services. What can and may happen to the
Business Service is defined in the enterprise
business model.

A Business Process is defined in Wikipe-
dia as:

“a collection of related structural activi-
ties that produce something of value to
the organization, its stakeholders or its
customers. A business process can be part
of a larger, encompassing process and
can include other business processes that
have to be included in its method. In that
context, a business process can be viewed
at various levels of granularity.”

In the Business Process, Business Services
interact with each other according to spe-
cial methods, activities, and/or rules. The
interactions may be viewed as an exchange

of the results (actual or logical) produced

by the Business Services. That is, a Busi-

ness Process consists of methods, activities,
and rules for exchanging results between

Business Services. Methods, activities and

exchange result rules constitute the “things”

the enterprise business usually changes to
adapt to market needs. The richer the spec-
trum of changes available and the easier the
changes are to do, define the market adapt-
ability and business stability of the enter-
prise. SOA targets this exact area; however,
without implementing Business Services

(in addition to the technical services), SOA

can't help in the Business Processes.

At the entrance point into a Business
Service, the foreign results become new data
and the Business Service's stack starts again.
Sometimes, metadata transformation is
needed to convert foreign result interpreta-
tion into the local one. The transformation
may be done either by adding additional
metadata (i.e., accepting metadata provided
with the foreign results) or by replacing some
or all of the foreign metadata with internal
metadata — business data interpretation.

Thus, we can rephrase the goal of SOA:

* The creation and maintenance of such
application architecture that can ef-
fectively support corporate Business
Services and Business Processes with the
highest effectiveness and can quickly
adapt to the changes in them.

Service Consumer

Result Delivery

Result Meta-data (data)
— Business Result

Scenarios of Data manipulations

Methods and rules of data manipulations

Meta-data {data} — Business Data

Service

Service Resources

Service Consumer

Business
Process

Service Management

Service Consumer

Result Delivery

Result Meta-data (data)
— Business Result

Scenarios of Data manipulations

Methods and rules of data manipulations

Meta-data {data} — Business Data

Service

Service Resources

Figure 1: Business Services and Business Processes in the enterprise business model.
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The reality of the digital age Is that your
business IS emhodied in your technology

Thus, SOA may be viewed as a techni-
cal architecture built around an enterprise
business model, not around isolated
business procedures or just-this-moment
operational needs. SOA is supposed to
address current and upcoming business
requirements, diversity, which is limited by
a particular business model. If the busi-
ness model is unclear in the organization,
Services and Processes, SOA won't help but
rather will confuse the company a lot.

Design for Business Changes
Forrester Research states, “The reality

of the digital age is that your business is

embodied in your technology — you don’t

have a business until you have it imple-
mented in your technology base, and your
business can change only as fast as your
technology can.” SOA promises to make
the changes faster and easier. Let’s observe
these changes.

Looking from the enterprise perspective,

we can find three types of possible change

in the business that the technology has to
support:

* Changes in the business methodology of
doing things (e.g., changes required by
the Basel II regulations in financial credit
management)

e Changes in the set of tasks performed by
a business service and/or in a business
process (e.g., adaptation to the market
trends)

e Changes in the core of the business ser-
vice, i.e., in the business model, dictated
by the market dynamics (e.g., enterprise
strategy change)

SOA can help IT in two ways by:

1. Offering services that can be easily com-
bined in different compositions

2.Hiding change implementations behind
the service interfaces

The first way is popular but it has signifi-
cant pitfalls: to gain certain flexibility in the
compositions, the services either have to be
quite generic, which hits performance and
risks losing control over details, or there
should be a lot of fine-grained services

available, which makes management and
maintenance difficult and you can end up
with a significant ballast of in-definite non-
reusable services.

The second way is the IT hope of SOA.
However, those who hope are usually
forgetting that the changes are not free due
to the cost of retesting and revalidating all
the dependencies (in the Service Contracts)
and the actual support for multiple service
versions — not all service consumers “are in
need” of the changes at once.

The following examples illustrate the
third way of designing SOA services — the
design for changes. This approach is based
on an a priori knowledge of the business
model and its potential modernization.
Certainly, this way does not help in convert-
ing the service to a completely new one,
but it covers the majority of other, smaller
change-cases.

Access Control System

Assume we build an access control
service based on roles. A user or subject in
arole is permitted to operate on a resource
—client’s data — and perform the activities
associated with or defined for the role. The
role is equivalent to only one activity, e.g.,
“read,” “write,” or “edit.”

Due to business responsibilities, many
users may or have to perform several
activities but individual role assignment
demands costly operational support. The
business requires reducing the cost of the
access control management and mainte-
nance.

Traditional Application-Centric Design
IT decides to simplify management and
maintenance by gathering users into groups

and each group is assigned multiple roles.
That is, all users in the group inherit all the
roles from the group. The business objective
of reducing costs is reached.

In a while the market has changed and
the client’s data has received new internal
dependencies. For some users, their duties
have become conflicted with the new data
dependencies and those users had to be
restricted from acting in one of the roles,
but they still have to perform in others.

Since a group has been designed to pro-
vide inheritance of all the roles to all group
members, the only possible way to restrict
a user in the role is to create another group
with a reduced set of roles and put those
users into a new group. It’s easy to imagine
that if a group has a relatively small number
of associated roles (three, for example),
eventually we have to create seven groups
to represent all possible combinations of
the roles. Considering the realistic num-
ber of different clients and original groups
in the firm, this becomes a maintenance
nightmare. Plus, adding a new role to the
initial group increases the number of group
variations almost exponentially, and the
operational cost rises correspondingly.

SOA Design Style

We have started by studding the busi-
ness model and found that users may be
grouped (to make management cheaper)
based on their business responsibilities
that follow certain corporate policies. This
means the grouping should be changed if
user activities are in conflict with the poli-
cies. Another potential reason for the access
change is a reassignment of the business
responsibilities to a user. With this business
knowledge, the access control service has
to be designed in such a way as to accom-
modate access changes even if current busi-
ness requirements don'’t say anything about
it (which, actually doesn’t mean there isn’t
any problem).

Instead of explicit role inheritance from
the group to the users, each user becomes
associated with a mask specified for the
given group. The mask addresses all roles in
the group and defines which concrete roles
a particular user inherits from the group. As
a default, all roles are inherited. If a user’s
access should be changed, the user’s mask
is modified and no new masks or groups
are created. Plus, the modification may be
based on corporate business policies. What
we get is this: almost the same savings for
the business but it works now and in the
future.

This described case fits into SOA very well
because the change may be done behind the
service interface transparently for the service
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you don't have a business until you have
itimplemented in your technology hase

consumers. However, if the service has not
been designed for change from the begin-
ning, it would be too risky adding the masks
later (even behind the interface) because, in
case of a mistake, it could create problems
with resource access for many users and
negatively affect corporate business service.

Credit Risk Calculation Engine

A credit risk calculation engine calculates
the risk exposures for certain types of finan-
cial transactions.

Traditional Application-Centric Design
A credit risk calculation engine is de-

signed as a self-contained financial applica-

tion that:

* Utilizes financial transaction data from
the operational data store with related
details from the reference data, client
reference, and money market data stores
(supported by four different teams)

e Calculates risks according to the pre-
defined formulas

e Stores credit exposures (results) in the
result operational data store

The calculation engine team has a
schedule of when to calculate intra-day
and end-of-day risks and knows which data
should be used in each case, when and
how to check data accessibility in each of
the data stores, which procedure to follow
in the case of data store schema changes,
which procedure to follow if security and
compliance rules and regulations change,
and when and what should be re-deployed
in case of life-cycle changes in each of the
consumer applications.

It’s obvious the team has to perform a lot
of activities that are unrelated to the credit
risk calculation. Thus, any change in the
calculation business rules or an appearance
of additional calculations starts a laborious
process of negotiations and synchroniza-
tions between the credit risk calculation
engine team and all other resource and
consumer teams, each of which has its own
objectives and, sometimes, conflicting in-
terests. This results in slow and sometimes
a partial implementation of the change, i.e.,
higher cost and longer time-to-market.

SOA Design Style

The credit risk calculation engine is
designed as a service (CRCS) with a set of
contracts with its consumers. There may be
single contract for all or multiple contracts.
The engine is obliged to perform credit
risk calculations on the data that’s totally
described by certain metadata (descriptors)
with predefined performances. This is it.

The CRCS receives a command from
the Business Process Management (BPM)
Service on when to perform this or that
risk calculation task and which data to use.
The CRCS engages the data access service
to obtain all necessary data for the calcula-
tions. The exposures are returned to the
data access service as well.

The CRCS doesn’t know where the data
comes from and where the results would go,
and what policies are to be applied and how.
If the CRCS gets household data instead of
financial transaction data, it still has to be
able to perform perfect calculations until the
data meets the metadata definitions.

The CRCS team is only concerned with
service performances, stability, reliability,
and deployment/configuration manage-
ability. It shares concerns of scalability with
the Business Process Management Service
because the latter may be able to invoke
several CRCS, if needed.

Now, when a new type of financial
transaction has to be processed in the CRCS
(such a big change indeed), very little needs
to be done. First, data for the new calcula-
tions should be provided by the Data Access
Service in the form of a unified document-
style data container. Then the CRCS has
to add a new formula to the calculation
module. If the module has an interface of
the Command Pattern style, a new formula
invocation isn't more complex than a new
command request. Plus, the data for new
calculations, provided by the data access
service, is encapsulated in another unified
document-style container.

Thus, without the knowledge of a real
business service provided by the credit risk
calculation function, it might be not obvi-
ous that the CRCS needed to be designed
with the Command Pattern style and that
the data needed to be encapsulated into

the document-style containers by the data
carriers. In such a case, the processing of
new financial transactions would require a
lot of application and/or service interface
modifications (including all dependents).
You can imagine how costly it would be in
production with many consumers in place.

Summary

The SOA RM standard emphasizes the
business aspects of SOA and provides a rich
foundation for positioning enterprise archi-
tecture around the enterprise business mod-
el. This article has described one of possible
interpretations of the enterprise business
model in terms of business services and busi-
ness processes. The observation was followed
by two examples of how a SOA service may
be designed for these changes based on the
understanding of the enterprise business ser-
vices and processes and their business scope.
Indeed, if we have an enterprise architecture
that’s focused on real business functions
(rather than on operations), why don’t we take
advantage of it? ll
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STANDARDS

Open SOA Collaboration

The birth of another standard

4{ WRITTEN BY DAVID S. LINTHICUM

»2 Last month an alliance of leading vendors announced progress on specifications to

define a language-neutral programming model for application development in SOA en-

vironments. They call this specification Open SOA Collaboration. In essence, they are

proposing a new standard to create and manage IT, making the process of integrating

different third-party SOA technologies “less onerous,” they say. Or, we can call this a

standard way of delivering services, making it easier to work and play well together.

0, who'’s in the gang? BEA, IBM,

Oracle, and SAP first got together last

November to begin work on the com-
mon programming model, along with Iona,
Sybase, Xcalia SA, and Zend Technologies
Ltd. Others are joining the mix, including
Software AG and Red Hat.

This group has concentrated its efforts on
two projects — service component architec-
ture (SCA) and service data objects (SDO).
If this sounds familiar, it is. We've seen this
type of standard with components, distrib-
uted objects, and, more recently, Java.

SCA is looking to provide a model for
creating service components in a wide range
of languages and a model for assembling
service components in a business solution.

In essence this is a standard that defines how
services are created so they interact with each
other without a lot of customization. This will
benefit those who are looking to create com-
posite applications that use these services.

SCA encourages an SOA organization
of business application code based on
components that implement business logic.
It offers capabilities through services that
consume functions offered by other compo-
nents through services called references.
SCA divides up the steps in building a
service-oriented application into two major
parts: The implementation of components
that provide services and consume other
services and the assembly of sets of com-
ponents to build business applications by
wiring references to the services.

SCA stresses decoupling the service
implementation and service assembly from

the details of the infrastructure capabili-
ties and the access methods used to invoke
services. SCA components operate at a
business level, according to the spec.

SDO is looking to provide a consistent
way of handling data in applications, what-
ever its source or format may be. Okay, that
would be data abstraction. Moreover, SDO
provides a way to unify data handling for
databases and services.

It's clear that SDO is designed to unify
the way in which SOA applications handle
data. Using SDO, application programmers
can uniformly access and manipulate data
from heterogeneous data sources, includ-
ing relational databases, XML data sources,
Web Services, and enterprise information
systems.

SDO is based on the concept of discon-
nected data graphs or a collection of tree-
structured or graph-structured data objects.
Under a disconnected data graphs archi-
tecture, a client retrieves a data graph from
a data source, mutates the data graph, and
then applies the data graph changes back to
the data source.

Databases are connected to the applica-
tions by data mediator services. Client ap-
plications query a data mediator service and
get a data graph in response. Client applica-
tions send an updated data graph to a data
mediator service to have the updates applied
to the original data source, and this architec-
ture allows applications to deal principally
with data graphs and data objects.

New? No. Interesting? Sure. We've seen
these types of standards before with the rise of

client/server, CORBA, and Java, all looking to
provide standard mechanisms for developing
SOA, or, the way we bind all of these things to-
gether to form applications. The SDA concept
especially has been done to death, with some
successes and some classic failures.

As always, the real battle to be won here is
the developer’s acceptance of these stan-
dards. For that, the vendors have to work
together to implement the standards in the
very same way...something that’s been tough
to do in the past. So they’ll have to put aside
their desire to stand out and focus on being
the same...an unnatural act for most.

It will also be interesting to see where this
standard goes in the context of BPEL and
other standards that provide the same solu-
tion patterns. At the end of the day, stan-
dards are only useful if there’s one for each
problem pattern. So far in the world of SOA,
we have three or more standards for each
problem pattern. Those who consume the
technology won't touch standards until the
problem is solved. Once bitten, twice shy. Hl
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